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1. Security Target Introduction

This Security Target (ST) describes the objectiveguirements and rationale for the Lexmark
C6160 and CS820 Single Function Printers. Theudagg used in this Security Target is consistent
with theCommon Criteria for Information Technology SecuEtaluation, Version 3.1 Revision 5
As such, the spelling of terms is presented usiegriternationally accepted English.

1.1 Security Target Reference
Lexmark C6160 and CS820 Single Function Printecsi8ty Target, version 1.7, March 19, 2018.
1.2 TOE Reference

Lexmark C6160 and CS820 with firmware version CS0OR@.204c3 with Lexmark Secure
Element (P/N 57X0085).

1.3 Keywords

Hardcopy, Paper, Document, Printer, Residual damporary data, Network interface, Single
Function Device, SFP

1.4 TOE Overview
1.4.1 Usage and Major Security Features

The SFPs are single functional printer systems nétfwworked capabilities. Their capabilities extémd
servicing print jobs through the network. The SFRdure an integrated touch-sensitive operatorlpane

The Lexmark Secure Element (Part Number 57X008&hisptional component that must be
installed in the SFP in the evaluated configuratidhe Secure Element incorporates an Infineon
Smart Card IC M9900 (Release A22, Infineon Part NenSLE97CSFX1MOOPE). The M9900
provides a True Random Number Generator (TRNG) bgdtie TOE to supply entrogy the

DRBG functionality provided on the mother boafthe Secure Element also incorporates Lexmark
application firmware enabling communication betwdenSFP firmware on the mother board and
the M9900.

The major security features of the TOE are:

1. All Users are identified and authenticated as aglauthorized before being granted
permission to perform any restricted TOE functions.

2. Administrators authorize Users to use the functaithe TOE.
3. User Document Data are protected from unauthowtstlosure or alteration.

4. TSF Data, of which unauthorized disclosure threatgrerational security, are protected
from unauthorized disclosure.

5. TSF Data, of which unauthorized alteration thresigperational security, are protected from
unauthorized alteration.

6. Document processing and security-relevant systeante\are recorded, and such records are
protected from disclosure to anyone except for@igkd personnel. Records may not be
altered.

10
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1.4.1.1 User Definitions
There are two categories of Users defined in thcu8ty Target:
Table 1 - User Categories

Designation Category hame Definition

A User who has been identified and
U.NORMAL Normal User authenticated and does not have an
administrative role

A User who has been identified and

U.ADMIN Administrator ) o )
authenticated and has an administrative rol

(1%

1.4.1.2 Asset Definitions

Assets are passive entities in the TOE that comtareceive information. Assets are Objects (as
defined by the CC). There are two categories obfsss

Table 2 - Asset categories

Designation Asset category Definition

Data created by and for Users that do not
affect the operation of the TSF

D.USER User Data

Data created by and for the TOE that might
affect the operation of the TSF

D.TSF TSF Data

1.4.1.3 User Data
User Data are composed of two types:

Table 3 - User Data types

Designation  User Data type Definition

11
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Designation  User Data type Definition

Information contained in a User’s
D.USER.DOC User Document Data Document, in electronic or hardcopy
form

Information related to a User’s
Document or Document Processing Job

D.USER.JOB | User Job Data

1.4.1.4 TSF Data
TSF Data are composed of two types:

Table 4 - TSF Data types

Designation  TSF Data type Definition

TSF Data for which alteration by a
User who is neither the data owner nor

D.TSF.PROT Protected TSF Data in an Administrator role might affect
the security of the TOE, but for which
disclosure is acceptable

TSF Data for which either disclosure
or alteration by a User who is neither

D.TSF.CONF Confidential TSF Datathe data owner nor in an Administrator
role might affect the security of the
TOE

1.4.2 TOE type

Single Function Device (Printer)

1.4.3 Required Non-TOE Hardware/Software/Firmware

To be fully operational, the following items may @@nnected to the SFP:
1. A LAN for network connectivity. The TOE suppor®w and IPv6.

2.

IT systems that submit print jobs to the SFP veartatwork using standard print protocols.
12
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3. An IT system acting as the remote syslog recipiémiudit event records sent from the TOE.

4. LDAP server to support Identification and Autheation (I&A). This component is
optional depending on the type(s) of I&A mechanisreed.

5. Card reader and cards to support Personal Idergitiyication (PI1V) cards. This component
is optional depending on the type(s) of I&A meclsams used. The supported card reader is
the Identiv uTrust 2700 F Contact Smart Card Reader

1.5 TOE Description

The TOE provides the following functions relatedsiePs:
Printing

Network Communication

Administration

A

Internal Audit Log Storage
5. Purge Data
All of the SFP models referenced in the evaluatimmcomplete SFPs in a single unit.

All of the SFP models included in this evaluationyde the same security functionality. There are
no security-relevant differences between the madelsded in the evaluation. Their differences
are limited to minor differences in processors,tilpes of paper supported, and the speed of
printing. The differences in the processor boammodate differences in the speed of printing
and support for color operations. The followinglés summarize the technical characteristics of
the SFP models.

Table 5 - Technical Characteristics of the SFP Models

Model Processor Paper Supported Pages Per

Minute

C6160 ARMvV7 1.3Ghz Color 60
CS820 ARMv7 1.3Ghz Color 60

1.5.1 Physical Boundary
The physical boundary of the TOE is the SFP, inclgdhe Lexmark Secure Element.

13
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Figure 1 - Representative TOE Deployment

LDAP, Email,

Syslog and/or
- Pnnter NTP Server.
LAN

Laptop Laptop Desktop

The physical scope of the TOE also includes thewiohg guidance documentation:
Lexmark Common Criteria Installation Supplement &akininistrator Guide
Lexmark Embedded Web Server Administrator's Guide

Lexmark C6160 User's Guide

Lexmark CS820, CS827 User's Guide

5. Lexmark Menus Guide

A

1.5.2 Logical Boundary
The TOE supports the security functions documeintéke following sections.
1.5.2.1 Identification, Authentication and Authorization

When a touch panel or web session is initiatedusie is implicitly assumed to be the Guest
(default) user. Per the evaluated configuratiba,dermissions for this user must be configured
such that no access to TSF data or functionsasvall. Therefore, the user must successfully log in
as a different user before any TSF data or funstioay be accessed.

The TOE supports I&A with a per-user selection gethame/Password Accounts (processed by the
TOE) or integration with an external LDAP servaer flie operational environment) using
GSSAPI/Kerberos. Smart Card authentication may la¢gsspecified for users of the touch panel.

1.5.2.2 Access Control
Access controls configured for functions and meeeeas are enforced by the TOE.

14
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1.5.2.3 Data Encryption

The TOE protects the confidentiality and integofyall information exchanged over the attached
network by using IPSec with ESP for all network coomication.

1.5.2.4 Trusted Communications

The TOE ensures communication is performed withdmendpoints by using IPSec with pre-
shared keys or by validating supplied certificates.

1.5.2.5 Administrative Roles

Through web browser and touch panel sessions, @zgldcadministrators may configure access
controls and perform other TOE management functions

1.5.2.6 Auditing

The TOE generates audit event records for secreigrant events. Audit records are stored
internally and securely transmitted to a remotsy3tem using the syslog protocol over IPsec.

1.5.2.7 Trusted Operation

Software updates are verified to ensure the auttignof the software beforbeingapplied. During
initial start-up, the TOE performs self tests andtyptographic components and the integrity of the
executable code.

1.5.3 TSF Data
Table 6 - TSF Data

Item Description

Account Status Login status information is assediatith all accounts used to
authenticate internally against a Username/Passweod each
Username/Password account, the TOE tracks the rmushbegin
failures, time of the earliest login failure, andk status.

Active Directory Configuration information used to join an Activer@®tory Domain.
Configuration Once joined, machine credentials are generatedhendDAP+GSSAPI
Login Method parameters for communication with B@main
Controller are automatically populated.

Date and Time Parameters Controls whether theitirtracked internally or from a remote NTP
server. If an NTP server is used, it specifiespai@meters for
communication with the server.

Enable Audit Determines if the device records evémthe secure audit log and (if
enabled) in the remote syslog.

Enable HTTP Server Enables HTTP(S) server on the. TO

Enable Remote Syslog Determines if the device tnitsdogged events to a remote server.

Groups The set of Groups may be used to configammigsions for users. Each

Group has a configured set of permissions. Usenslmlong to any
number of Groups, and any User’s permissions aeion of the
permissions for each Group it is a member of.

Held Print Job Expiration Specifies the amount of time a received print pbdved for a user to
Timer release before it is automatically deleted.

IPSec Settings The configuration parameters foetRBat require IPSec with ESP far
all network communication (IPv4 and/or IPv6) wittrtificate
validation or pre-shared keys.

15
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Iltem
Job Waiting

Description

Specifies whether a print job may tecptl in the Held Jobs queue if
the required resources (e.g. paper type) are mogrly available,
enabling subsequent print jobs to be processed diatedy

Kerberos Setup

Defines the KDC Address, KDC Pard, Realm for communication
with the KDC. KDC communication is required if tR©E is using the
LDAP+GSSAPI login mechanism.

LDAP Certificate
Required

Specifies whether a valid certificate is requiredbé sent by an LDAP
server. Yes specifies that the server certifimtequested; if no
certificate is provided or if a bad certificatepi®vided, the session is
terminated immediately. No indicates that a cedtk is not required;
if a certificate is supplied and it is invalid, teession is terminated
immediately.

LDAP+GSSAPI — SFP

Specifies the Username and password to be used peréarming

Credentials LDAP queries.
LDAP+GSSAPI Specifies the configuration options for communicgtand exchanging
Configuration information with an LDAP server using GSSAPI.

LES Applications

Specifies whether enhanced serdés@ applications may be execute
on the TOE. This parameter must be set to “Enatileing installation
and is not accessible to administrators during aijmr.

Login Restrictions

Determines how many failed anottwations are allowed within the
“Failure time frame” value before the offending tseme/Password
account is prevented from logging in for the dunatbf the “Lockout
time” value. The “Web Login Timeout” determinesvhlong the web
sessions can remain idle before the user is logffexitomatically.

Network Port

Defines the parameters required fert@DE to communicate via the
standard network port

Permissions

Permissions specify the Function AcCesgrol (FAC) authorizations,
which grant access to menus or functions (e.g. LopPgrmissions are
separately configurable for the default Guest ant{®ublic) and for
each defined Group. Users other than Guest inh#renunion of
permissions for all Groups that they are a member o

Remote Syslog Parameters

Defines the communicttitre remote syslog system

Security Reset
Jumper

Specifies the behavior of the TOE when a positisainge of the
Security Reset Jumper is detected. No Effect atd&the jumper
should be ignored. “Enable Guest Access” chartgepérmissions for
the Guest account to provide access to all funstaord menus.

Smart Card Authentication
Client Configuration

Specifies parameters for validating the certifidaben the card and
retrieving information from Active Directory.

USB Buffer Disables all activity via the USB devigerts (with the exception of a
Smart Card reader if Smart Card usage is configured

Username/Password Specify a list of accounts that are internally dated by username and

Accounts password. For each account, a list of Group meshijes are

configured.

Visible Home Screen Icons

Specifies what icons khba displayed on the touch panel home
screen.

1.6 Evaluated Configuration
The following configuration options apply to theadwated configuration of the TOE:
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The B/W Print and Color Print permissions must defigured for the Public permissions,
which apply to all users including the Guest usBnese permissions authorize the SFP to
accept print jobs from remote IT systems. No offemissions may be configured for the
Public permissions.

No optional network interfaces are installed on$tés. Note that one physical LAN
interface is standard on all SFPs.

No optional parallel or serial interfaces are ihsthon the SFPs. These are for legacy
connections to specific IT systems only.

All USB ports on the SFPs that perform documentessing functions (print) are disabled
via configuration. In the operational environmeintsvhich the Common Criteria evaluated
configuration is of interest, the users typicayuire that all USB ports are disabled. If
Smart Card authentication is used, the card raagdrysically connected to a specific USB
port during TOE installation; in the evaluated dgufation this USB port is limited in
functionality to acting as the interface to thedcegader. A reader is shipped with the SFP.
If Smart Card authentication is not used, the caadler may be left unconnected.

Operational management functions are performethnaeser sessions to the embedded web
server or via the management menus available thrtheytouch panel.

Access controls are configured for all TSF datéhsd only authorized administrators are
permitted to manage those parameters.

All network communication is required to use IP8&ih ESP to protect the confidentiality
and integrity of the information exchanged, inchgimanagement sessions that exchange
D.TSF.CONF and D.TSF.PROT. Certificates presehjedemote IT systems are validated.

Because all network traffic is required to use I®%eh ESP, syslog records sent to a
remote IT system also are protected by IPSec w&R.E

I&A may use Username/Password Accounts and/or bwR+GSSAPI login method on a
per-user basis. Smart Card authentication maysed for touch panel users. No other I&A
mechanisms are included in the evaluation becédneseprovide significantly lower strength
than the supported mechanisms.

LDAP+GSSAPI and Smart Card authentication requitegration with an external LDAP
server such as Active Directory. This communicatigses default certificates; the LDAP
server must provide a valid certificate to the T(H#nds to LDAP servers for
LDAP+GSSAPI use device credentials (not anonymand)tso that the information
retrieved from Active Directory can be restrictedatspecific SFP. Binds to LDAP servers
for Smart Card authentication use user crederftiais the card (not anonymous bind) so
that the information retrieved from Active Direcgaran be restricted to a specific user.

Audit event records are transmitted to a remotsytem as they are generated using the
syslog protocol.

The severity level of audit events to log must &ietg 5 (Notice).

No Java applications other than those stated snséaction are loaded into the SFP by

Administrators. These applications are referredst@SF applications in end user

documentation. The following eSF applicationsiastalled by an administrator during
17
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TOE installation and must be enabled: “eSF Seciapager”, “Smart Card
Authentication”, and “Secure Held Print Jobs”.

14.The following eSF applications are installed byaaministrator during TOE installation and
must be enabled if PIV smart card authenticatiamsed: “Smart Card Authentication
Client”, “PIV Smart Card Driver”, and “Backgrounaa Idle Screen”.

15. All other eSF applications installed by Lexmarkdrefthe TOE is shipped must be disabled.
16.No option card for downloadable emulators is insthin the TOE.

17.NPAP, PJL and Postscript have the ability to modifgtem settings. The capabilities
specific to modifying system settings via theset@eols are disabled.

18. All administrators must be authorized for print ¢tions.

19. All network print jobs are held until released th& touch panel. Every network print job
must include a PJL SET USERNAME statement to idigttie userid of the owner of the
print job. Held print jobs may only be releaseddoyauthenticated user with the same userid
as specified in the print job.

20. Administrators are directed (through operationatigace) to specify passwords adhering to
the following composition rules for Username/Passivsccounts:

* A minimum of 8 characters (note that the minimune $s configurable and can be
set to a minimum of 15 characters)

« At least one lower case letter, one upper caser]ethd one non-alphabetic character
* No dictionary words or permutations of the user aam

21.Simple Network Management Protocol (SNMP) suppodisabled.

22.Internet Printing Protocol (IPP) support is disable

23. All unnecessary network ports are disabled.

24.The supported Diffie-Hellman groups for IKE are Gpal4 (2048-bit MODP) and Group 24
(2048-bit MODP with 256-bit POS).

The print function may be disabled or restrictedi¢ating that the functionality is included in the
evaluation and may be disabled or restricted taudhorized set of users at the discretion of an
administrator.

1.7 Functionality Supported But Not Evaluated

The following functionality is supported in the plkect but is not included in the evaluation.

1. In addition to Personal Identity Verification (PI¢ards, Common Access Card (CAC) and
Secret Internet Protocol Router Network (SIPRNatjis are also supported.

2. In addition to the SCM SCR 331, the following caedders are also supported:
a. ldentiv uTrust 2700 R Contact Smart Card Reader,
b. Omnikey 3121 SmartCard Reader,
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. Any other Omnikey SmartCard Readers that shareahee USB Vendor IDs and
Product IDs with the Omnikey 3121 (example Omnikég21),

. SCM SCR 331,

. SCM SCR 3310v2.
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2. Conformance Claims

2.1 Common Criteria Conformance

Common Criteria version: Version 3.1 Revision 5

Common Criteria conformance: Part 2 extended amd3@nformant
2.2 Protection Profile Conformance

This Security Target claims exact conformance ¢Rlotection Profile for Hardcopy Devices
[HCD], version 1.0, dated September 10, 2015 asifieddoy Errata #1 dated June 2017.

All NIAP Technical Decision§TDs) issued to date that are applicable to [HG®j}e been
addressed. The following TDs are applicable te TTOE:

e« TDO0074- FCS_CKM.1(a) Requirement in HCD PP v1.0
e TDO0157- FCS_IPSEC _EXT.1.1 - Testing SPDs

e« TDO0219- NIAP Endorsement of Errata for HCD PP v1.0
e TDO0261- Destruction of CSPs in flash

* TDO0299- Update to FCS_CKM.4 Assurance Activities
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3. Security Problem Definition

The following Security Problem Definition is reprozed from [HCD]. Note that paragraph
numbering shown in this chapter corresponds togoapdn numbers in [HCD].

173 The Security Problem Definition (SPD) is dividetioitwo parts. This first part describes
Assets, Threats, and Organizational Security Resjdn narrative form. [Brackets]
indicate a reference to the second part, formahdieins of Users, Assets, Threats,
Organizational Security Policies, and Assumptiovisich appear in Appendix A of
[HCD].

174 Note: From this point in the document, the TarddEwaluation will be referred to by the
acronym “TOE” (Target of Evaluation) instead ofthyg product category “HCD”
(Hardcopy Device).

3.1 Users
175 A conforming TOE must define at least the followimg User roles:

1. Normal Users [U.NORMAL] who are identified and agitticated and do not have
an administrative role.

2. Administrators [U.ADMIN] who are identified and dgénticated and have an
administrative role.

176 A conforming TOE may allow additional roles, sulbesy or groups. In particular, a
conforming TOE may allow several administrativeesothat have authority to administer
different aspects of the TOE.

177 Note that a User can be a human user or an extdreatity.
178 Additional details about Users are in Appendix AfIHCD].
3.2 Assets

179 From a User’s perspective, the primary Asset tpriogected in a TOE is User Document
Data [D.USER.DOC]. A User’s job instructions, Useb Data [D.USER.JOB]
(information related to a User’'s Document or Docuatferocessing Job), may also be
protected if their compromise impacts the protecbbUser Document Data. Together,
User Document Data and User Job Data are consitiefeslUser Data.

180 As an illustrative example, data sent by a Netwdskr for printing contains a User’s
Document [D.USER.DOC] which must not be accessednypne else, and job
instructions such as the destination to send schboeeuments [D.USER.JOB] which
must not be altered by anyone else.
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From an Administrator’s perspective, the primargétso be protected in a TOE is data
that is used to configure and monitor the secusgaiwn of the TOE. This kind of data is
considered to be TOE Security Functionality (TSB)d

There are two broad categories for this kind ohdat

1. Protected TSF Data, which may be read by any Usemliost be protected from
unauthorized modification and deletion [D.TSF.PRCaRd,

2. Confidential TSF Data, which may neither be readmodified or deleted except
by authorized Users [D.TSF.CONF].

An illustrative example is data that is used by TEE to identify and authenticate
authorized Users. Typically, a username that igl iseidentification may be read by
anyone but must be protected from unauthorized fication and deletion
[D.TSF.PROT]. In contrast, a User’s password thaised for authentication must be
confidential, prohibiting any Unauthorized AcceBsTSF.CONF].

If TSF Data is compromised, it can be used forreetsaof malicious purposes that
include elevation of privileges, accessing storedunents, redirecting the destination of
processed Documents, masquerading as an authtsazdr Administrator, altering the
operating software of the TOE, and attacking Exdelfi Entities.

In a conforming TOE, TSF Data is clearly identifi@id categorized as either Protected
TSF Data or Confidential TSF Data.

From a network security perspective, it is importanensure the secure operation of the
TOE and other IT entities in its Operational Enuiment. Since the Operational
Environment is outside of the TOE, OrganizationatBity Policies are employed to
address protection of the Operational Environment.

Additional details about assets are in Appendix &.pHCD].

3.3 Threats

188

The following are Threats against the TOE thatcauantered by conforming products.
Additional details about threats are in Appendi8 Af [HCD].

3.3.1 Unauthorized Access to User Data

189

An attacker may access (read, modify, or deletey D®cument Data or change (modify
or delete) User Job Data in the TOE through oneé®fTOE’s interfaces
[T.UNAUTHORIZED_ACCESS]. For example, dependingtba design of the TOE,

the attacker might access the printed output oé@vlirk User’s print job, or modify the
22
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instructions for a job that is waiting in a queaeread User Document Data that is in a
User’s private or group storage area.

3.3.2 Unauthorized Access to TSF Data
790 An attacker may gain Unauthorized Access to TS Dathe TOE through one of the
TOE’s interfaces [T.TSF_COMPROMISE]. For examplepending on the design of the
TOE, the attacker might use Unauthorized AccedsSte Data to elevate their own
privileges, alter an Address Book to redirect otitpua different destination, or use the
TOE'’s Credentials to gain access to an externaeser

191 An attacker may cause the installation of unaustearisoftware on the TOE
[T.UNAUTHORIZED_UPDATE]. For example, unauthorizedftware could be used to
gain access to information that is processed by @, or to attack other systems on the
LAN.

3.3.3 Network Communication Attacks

792 An attacker may access data in transit or otheraosepromise the security of the TOE
by monitoring or manipulating network communicat[@aNET_COMRPOMISE]. For
example, here are several ways that network congations could be compromised: By
monitoring clear-text communications on a wired LANe attacker might obtain User
Document Data, User Credentials, or system Crealentr hijack an interactive session.
The attacker might record and replay a network camigation session in order to log
into the TOE as an authorized User to access Doetsnoe as an authorized
Administrator to change security settings. Theck#éa might masquerade as a trusted
system on the LAN in order to receive outgoing goés, to record the transmission of
system Credentials, or to send malicious datagd @®E.

3.3.4 Malfunction

193 A malfunction of the TSF may cause loss of secufitye TOE is permitted to operate
while in a degraded state [T.TSF_FAILURE]. Hardwaresoftware malfunctions can
produce unpredictable results, with a possibihigttsecurity functions will not operate
correctly.

3.4 Organizational Security Policies

194 The following are Organizational Security Polic({€SPs) that are upheld by
conforming products. Additional details about O8@Rsin Appendix A.4 of
[HCD].
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3.4.1 User Authorization

795 Users must be authorized before performing DocuRemtessing and administrative
functions [P.AUTHORIZATION]. Authorization allow$ e TOE Owner to control who
is able to use the resources of the TOE and wherisitted to perform administrative
functions.
3.4.2 Auditing
196  Security-relevant activities must be audited araltig of such actions must be protected

and transmitted to an External IT Entity [P.AUDIHtored on an External IT Entity (or,
optionally, also in the TOE), an audit trail malktgsossible for authorized personnel to

review and identify suspicious activities and ta@amt for TOE use as may be required
by site policy or regulations.

3.4.3 Protected Communications

197

The TOE must be able to identify itself to othevides on the LAN
[P.COMMS_PROTECTION]. Assuring identification helpgevent an attacker from
masquerading as the TOE in order to receive incgmpimt jobs, recording the
transmission of User Credentials, or sending nalgidata to External IT Entities.

3.4.4 Purge Data
1102 The TOE shall provide a function that an authoriadchinistrator can invoke to make all

customer-supplied User Data and TSF Data permaniergtrievable from Nonvolatile
Storage Devices [P.PURGE_DATA]. A customer may dacerned that data which is
considered confidential in the Operational Enviremthmay remain in Nonvolatile
Storage Devices in the TOE after the TOE is permidyeemoved from its Operational
Environment to be decommissioned from service dretoedeployed to a different
Operational Environment. Such customers desirealhatistomer-supplied User Data
and TSF Data be purged from the TOE so that it abe retrieved outside of the
Operational Environment.

3.5 Assumptions

1103 The following assumptions must be upheld so thabtbjectives and requirements can

effectively counter the threats described in thistétion Profile. Additional details
about assumptions are in Appendix A.5 of [HCD].

3.5.1 Physical Security

1104 Physical security, commensurate with the valuenefftOE and the data it stores or

processes, is assumed to be provided by the emv@on[A.PHYSICAL]. The TOE is
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assumed to be located in a physical environmemigh@ntrolled or monitored such that
a physical attack is prevented or detected.

3.5.2 Network Security

1105 The Operational Environment is assumed to protecTOE from direct, public access to
its LAN interface [A.NETWORK]. The TOE is not intdad to withstand network-based
attacks from an unmanaged network environment.

3.5.3 Administrator Trust

1106 TOE Administrators are trusted to administer theET&@cording to site security policies
[A.TRUSTED_ADMIN]. It is the responsibility of thEOE Owner to only authorize
administrators who are trusted to configure andatpehe TOE according to site
policies and to not use their privileges for mali purposes.

3.5.4 User Training

1107 Authorized Users are trained to use the TOE acogrtdi site security policies
[A.TRAINED_USERS]. It is the responsibility of tieOE Owner to only authorize
Users who are trained to use the TOE accordingdgslicies.
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4. Security Objectives

The following Security Objectives are reproducemhfrfHCD]. Note that paragraph numbering
shown in this chapter corresponds to paragraph etsnb [HCD].

4.1 Security Objectives for the TOE

1108 The following Security Objectives must be fulfilleg the TOE. Additional details about
objectives for the TOE are in Appendices A.6 and &.[HCD].

4.1.1 User Authorization

1109 The TOE shall perform authorization of Users inaedance with security policies
[0.USER_AUTHORIZATION].

1110 This objective supports the policy that Users amh@rized to administer the TOE or
perform Document Processing functions that const@®ie resources. Users must be
authorized to perform any of the Document Procesiinctions present in the TOE.

1111 The mechanism for authorization is implemented withe TOE, and it may also depend
on a trusted External IT Entity. If a conforming EGupports more than one mechanism,
then each should be evaluated as separate modpsration.

1112 In the case of printing (if that function is presanthe TOE), User authorization may
take place after the job has been submitted but takis place before printed output is
made available to the User.

1113 Users must be authorized to perform PSTN fax sgnidinctions and document storage
and retrieval functions, if such functions are pded by the conforming TOE.

1114 Note that the TOE can receive a PSTN fax withoytl@dser authorization, but the
received Document is subject to access controls.

4.1.2 User ldentification and Authentication

1115 The TOE shall perform identification and authertima of Users for operations that
require access control, User authorization, or Austiator roles [O.USER_I&A].

1116 The mechanism for identification and authentica(i&®) is implemented within the
TOE, and it may also depend on a trusted Extefin&intity (e.g., LDAP, Kerberos, or
Active Directory). If a conforming TOE supports redhan one mechanism, then each
should be evaluated as separate modes of operation.
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4.1.3 Access Control

7117 The TOE shall enforce access controls to proteet Data and TSF Datain
accordance with security policies [O.ACCESS_CONTROL

1118 The guiding principles for access control secypiicies in this PP are:
User Document Data [D.USER.DOC] can be accesssdoyrthe
Document owner or an Administrator.
User Job Data [D.USER.JOB] can be read by any hisiecan be modified
only by the Job Owner or an Administrator.
Protected TSF Data [D.TSF.PROT] are data that eareédd by any User but
can be modified only by an Administrator or (inte@n cases) a Normal User
who is the owner of or otherwise associated witt tlata.
Confidential TSF Data [D.TSF.CONF] are data that caly be accessed
by an Administrator or (in certain cases) a Nortwsér who is the owner of
or otherwise associated with that data.

1119 The Security Target of a conforming TOE must cleagecify its access control
policiesfor User Data and TSF Data.

4.1.4 Administrator Roles

7120 The TOE shall ensure that only authorized Admiatisirs are permitted to
perform administrator functions [O.ADMIN_ROLES].

1 121 This objective addresses the need to have at teastAdministrator role that is
distinct from Normal Users. A conforming TOE may vla specialized
Administrator sub-roles, such as for device managgpmetwork management, or
audit management.

4.1.5 Software Update Verification

1122 The TOE shall provide mechanisms to verify the antitity of software
update§O.UPDATE_VERIFICATION].

1123 This objective addresses the concern that maligottsvare may be introduced into
theTOE as a software update. Verifying authenticitiglsas with a digital
signature or published hash, is required. Accessraloby itself does not satisfy this
objective.
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4.1.6 Self-test

1124 The TOE shall test some subset of its securitytfanality to help ensure that
subset i®perating properly [O.TSF_SELF_TEST].

1125 A malfunction of the TOE may compromise its seguifithe malfunction is not
detected and the TOE is allowed to operate. Ssifitantended to detect such
malfunctions. It is performed during power-up.

4.1.7 Communications Protection

1126 The TOE shall have the capability to protect LANncounications of User Data and
TSFData from Unauthorized Access, replay, and souesgitthtion spoofing
[O.COMMS_PROTECTION].

1127 This objective addresses the common concerns womnketommunications:
Sensitive data or Credentials are obtained by rmong LAN data outside of
the TOE.

A successfully authenticated session is capturddeplayed on the
LAN, permitting the attacker to masquerade as thbemticated User.
Sensitive data or Credentials are obtained byeetliirg communications from
the TOE or from an External IT Entity to a malevdldestination.
4.1.8 Auditing
1128 The TOE shall generate audit data, and be capalkending it to a trusted
External IT Entity. Optionally, it may store audgta in the TOE [O.AUDIT].

1129 The TOE must be able to send audit data to a ttistéernal IT Entity (e.g., an audit
server such as a syslog server). Audit data mayledsstored in the TOE with
appropriate access controls to ensure confidetyti@ahid integrity. If a conforming
TOE supports both mechanisms, then each shoulddbeated as separate modes of
operation.

4.1.9 Purge Data (optional)

1137 The TOE provides a function that an authorized adtrator can invoke to make
all customer-supplied User Data and TSF Data peemtinirretrievable from
Nonvolatile Storage Devices [O.PURGE_DATA]. Thigealtive addresses
customer concerns that data that is protectedei®©jperational Environment may
remain in Nonvolatile Storage Devices after the Ti® germanently removed from
its Operational Environment to be decommissionethfservice or to be
redeployed to a different Operational Environment.
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4.2 Security Objectives for the Operational Environment
1138 The following Security Objectives must be providgdthe Operational
Environment. Additional details about objectivesthe Operational Environment
are in Appendix A.7 of [HCD].

4.2.1 Physical Protection

1139 The Operational Environment shall provide physseaiurity, commensurate with
the value of the TOE and the data it stores orgsses
[OE.PHYSICAL_PROTECTION].

1140 Due to its intended function, this kind of TOE mhbstphysically accessible to
authorized Users, but it is not expected to bedraad against physical attacks.
Therefore, the environment must provide an appat@tevel of physical protection
or monitoring to prevent physical attacks.

4.2.2 Network Protection

1141 The Operational Environment shall provide netwag&wsity to protect the TOE
from direct, public access to its LAN interface
[OE.NETWORK_PROTECTION].

1142 This kind of TOE is not intended to be directly nented to a hostile network.
Thereforethe environment must provide an appropriate lef’aletwork isolation.
4.2.3 Trusted Administrators

1143 The TOE Owner shall establish trust that Admintstrawill not use their privileges
for malicious purposes [OE.ADMIN_TRUST].

1144  Administrators have privileges that can be misusednalicious purposes. Itis
the responsibility of the TOE Owner to grant admstirator privileges only to
individuals whom the TOE Owner trusts.

4.2.4 Trained Users
1145 The TOE Owner shall ensure that Users are awasgeo$ecurity policies and have
the competence to follow them [OE.USER_TRAINING].

1146 Site security depends on a combination of TOE s$iyciunctions and appropriate
use of those functions by Normal Users. Manufacsumeay provide guidance to
the TOE Owner regarding the TOE security functitivad apply to Normal Users.
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4.2.5 Trained Administrators

1147 The TOE Owner shall ensure that Administratorsaavare of site security policies
and have the competence to use manufacturer’'smreda correctly configure the
TOE and protect passwords and keys accordinglyADELIN_TRAINING].

7148 This kind of TOE may have many options for enabling disabling security
functions. Administrators must be able to undetamd configure the TOE
security functions to enforce site security pokcie

4.3 Security Objectives Rationale
The following rationale is reproduced from [HCD].

Table 7 - Security Objectives rationale

Threat/Policy/Assumption Rationale

T.UNAUTHORIZED ACCESS O.ACCESS_CONTROL restricts access to User
Data in the TOE to authorized Users.

An attacker may access (read, modify, @ ySER _|8&A provides the basis for access control.
delete) User Document Data or changg

(modify or delete) User Job Data in the 0. ADMIN_ROLES restricts the ability to authorize
TOE through one of the TOE’s .
Users and set access controls to authorized

A} %4

interfaces.

Administrators.

O.ACCESS_CONTROL restricts access to TSF
T.TSF COMPROMISE Data in the TOE to authorized Users.

O.USER_I&A provides the basis for access control.
An attacker may gain Unauthorized
Access to TSF Data in the TOE throughO.ADMIN_ROLES restricts the ability to authorize

one of the TOE'’s interfaces. Users and set access controls to authorized
Administrators.

T.TSF_FAILURE O.TSF_SELF_TEST prevents the TOE from
operating if a malfunction is detected.

A malfunction of the TSF may cause Igss
of security if the TOE is permitted to
operate
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Threat/Policy/Assumption Rationale

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation
unauthorized software on the TOE.

O.UPDATE_VERIFICATION verifies the
authenticity of software updates.
of

T.NET_COMPROMISE

An attacker may access data in transit
otherwise compromise the security of t
TOE by monitoring or manipulating
network communication.

O.COMMS_PROTECTION protects LAN
communications from sniffing, replay, and man-

an- the-middle attacks.
he

P.AUTHORIZATION

Users must be authorized before
performing Document Processing and
administrative functions.

O.USER_AUTHORIZATION restricts the ability to
perform Document Processing and administrative
functions to authorized Users.

O.USER_I&A provides the basis for authorization

O.ADMIN_ROLES restricts the ability to
authorize Users to authorized Administrators.

P.AUDIT

Security-relevant activities must be
audited and the log of such actions mu
be protected and transmitted to an
External IT Entity.

O.AUDIT requires the generation of audit data.

O.ACCESS_CONTROL restricts access to audit (

itn the TOE to authorized Users.
S

O.USER_AUTHORIZATION provides the
basis for authorizatio

P.COMMS_PROTECTION

The TOEMust be able to identify itself
to other devicesn the LAN.

O.COMMS_PROTECTION protects LAN
communications from man-in-the-middle
attacks.

lata
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Threat/Policy/Assumption Rationale

P.PURGE_DATA
O.PURGE_DATA provides a function that

The TOE shall provide a function that armnakes all customer-supplied User Data and TSF
authorized administrator can invoke to| Data permanently irretrievable from Nonvolatile

make all customer-supplied User Data| giorage Devices when invoked by an authorized
and TSF Data permanently irretrievabl

from Nonvolatile Storage Devices.

D

“administrator.

A.PHYSICAL
OE.PHYSICAL_PROTECTION establishes a

Physical security, commensurate with protected physical environment for the TOE.

the value of the TOE and the data it
stores or processes, is assumed to be
provided by the environment.

A.NETWORK
OE.NETWORK_PROTECTION establishes a

The Operational Environment is protected LAN environment for the TOE.

assumed to protect the TOE from direg
public access to its LAN interface.

—

A.TRUSTED_ADMIN
OE.ADMIN_TRUST establishes responsibility

TOE Administrators are trusted to of the TOE Owner to have a trusted relationship

administer the TOE according to site | with Administrators.
security policies.

A.TRAINED_USERS OE.ADMIN_TRAINING establishes responsibility
of the TOE Owner to provide appropriate training

Authorized Users are trained to use thé for Administrators.
TOE according to site security policies
OE.USER_TRAINING establishes

responsibility of the TOE Owner to provide
appropriate training for Users.
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5. Extended Components Definition

The following extended components defined in [H@D§ used in this Security Target. The
following information is copied from [HCD]; notedhparagraph numbering shown in this
chapter corresponds to paragraph numbers in [HCD].

5.1 Extended SFR Component Definitions
5.1.1 FAU_STG_EXT Extended: External Audit Trail Storage

1631

1632

1633

1634

1635

1636

FMT:

1637

1638

1639

Family Behavior:

This family defines requirements for the TSF touraghat secure transmission of
audit data from TOE to an External IT Entity.

Component leveling:

FAU STG_EXT.1 Extended: External Audit TriStorag: 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF te as
trusted channel implementing a secure protocol.

Management:

The following actions could be considered for thenagement functions in

* The TSF shall have the ability to configure theptographic functionality.

Audit:

The following actions should be auditable if FAU_KEecurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
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Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1The TSF shall be able to transmit the generated dath
to an External IT Entity using a trusted channebading to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of geadraudit data to an External IT
Entity which relies on a non-TOE audit server fltmrage and review of audit
records. The storage of these audit records analifigy to allow the administrator
to review these audit records is provided by ther@gonal Environment in that
case. The Common Criteria does not provide a dai@BR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit recardsit is therefore placed in the
FAU class with a single component.

5.1.2 FCS_CKM_EXT Extended: Cryptographic Key Management

1 644

1 645

1 646

1647

1 648

1 649

Family Behavior:

This family addresses the management aspects atiognaphic keys. Especially,
thisextended component is intended for cryptographyodestruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Mate Destructiol 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensuresardy keys
but also key materials that are no longer neededestroyed by using an approved
method.

Management:

The following actions could be considered for thenagement functions in FMT:
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* There are no management actions foreseen.

1650 Audit:

1651 The following actions should be auditable if FAU_KBBecurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

1652 FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Gatien (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symneetri
Keys)],

FCS_CKM.4 Cryptographic key destruction

1653 FCS_CKM_EXT.4.1The TSF shall destroy all plaintext secret andgigv
cryptographidkeys and cryptographic critical security parametgien no longer
needed.

1654 Rationale:

1 655 Cryptographic Key Material Destruction is to enstlre keys and key materials that
are no longer needed are destroyed by using ameggpmethod, and the Common
Criteria does not provide a suitable SFR for thep@rgraphic Key Material
Destruction.

1656 This extended component protects the cryptograggyand key materials
against exposure, and it is therefore placed irFth8 class with a single
component.

5.1.3 FCS_IPSEC_EXT Extended: IPsec selected

1671 Family Behavior:
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This family addresses requirements for protectmmmunications using IPsec.

Component leveling:

FCS_IPSEC _EXT.1 Extended: IP selecte 1

FCS_IPSEC_EXT.1IPsec requires that IPsec be implemented as specifi

Management:

The following actions could be considered for thenagement functions in FMT:

* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_KBecurity Audit Data
Generation is included in the PP/ST:

* Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to: No other components.
Dependencies: FIA PSK_EXT.1 Extended: Pre-Shargdd¢enposition

FCS_CKM.1(a) Cryptographic Key Generation (for asygtric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algamith
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FCS_COP.1(g) Cryptographic Operation (for keyedahas
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

1680 FCS_IPSEC_EXT.1.1  The TSF shall implement the IPsec architecture as
specified in RFC 4301.

1681 FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel modandport
mode].

1682 FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in th@&SRat
matches anything that is otherwise unmatched, &odudls it.

1683 FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as
defined by RFC 4303 using [selectidhe cryptographic algorithms AES-CBC-128
(as specified by RFC 3602) together with a SecwshHAlgorithm (SHA)-based
HMAC, AES-CBC- 256 (as specified by RFC 3602) hmgatith a Secure Hash
Algorithm (SHA)-based HMAC, AES-GCM-128 as spetifiRFC 4106, AES-GCM-
256 as specified in RFC 4106

1684 FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection:
IKEv1, using Main Mode for Phase 1 exchangesleimed in RFCs 2407, 2408,
2409, RFC 4109selectionno other RFCs for extended sequence numbers, RFC
4304 for extended sequence numpensd[selection:no other RFCs for hash
functions, RFC 4868 for hash functipndiKEv2 as defined in RFCs 5996 [selection:
with no support for NAT traversal, with mandatonpport for NAT traversal as
specified in section 2.23], arjdelection:no other RFCs for hash functions, RFC
4868 for hash functioils

1685 FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the
[selection:IKEV1, IKEvY protocol uses the cryptographic algorithms AESECEB
128, AES-CBC-256 as specified in RFC 3602 and ¢siele: AES-GCM-128,
AES-GCM-256 as specified in RFC 5282, no otherrélyal].

1686 FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges
use only main mode.

1687 FCS_IPSEC_EXT.1.8 The TSF shall ensure thate]ection: IKEv2 SA
lifetimescan be established based @election number of packets/number of
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bytes; length of time, where the time values calintiged to: 24 hours for Phase 1
SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetioza be established based on
[selection number of packets/number of bytes ; length oé twhere the time
values can be limited to: 24 hours for Phase 1 &#&E8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implaime
DH Groups 14 (2048-bit MODP), and [selecti@d: (2048-bit MODP with 256-bit
POS), 19 (256-bit Random ECP), 20 (384-bit Rand@R 5 (1536-bit MODP)),
[assignment: other DH groups that are implementethbyl OE], no other DH

groupy.

FCS IPSEC_EXT.1.10  The TSF shall ensure that all IKE protocols perform
Peer Authentication using the [selecti®&BA, ECDSRalgorithm and Pre-shared
Keys.

Rationale:

IPsec is one of the secure communication protoanid,the Common Criteria does
not provide a suitable SFR for the communicatiastquols using cryptographic
algorithms.

This extended component protects the communicaliba using
cryptographic algorithms, and it is therefore pthoethe FCS class with a
single component.

5.1.4 FCS_RBG_EXT Extended: Cryptographic Operation (Randm Bit Generation)

1727

1728

1729

1730

Family Behavior:

This family defines requirements for random bit gi@tion to ensure that itis
performed in accordance with selected standardseaded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Gener: 1

FCS_RBG_EXT.1Random Bit Generation requires random bit genearatio
be performed in accordance with selected standardseeded by an entropy
source.
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1731 Management:

1732 The following actions could be considered for thenagement functions in FMT:

* There are no management actions foreseen.

1733 Audit;

1734 The following actions should be auditable if FAU_I&Becurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

1735 FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.

Dependencies: No dependencies.

1736 FCS_RBG_EXT.1.1The TSF shall perform all deterministic random bit
generation services in accordance with [selecti®@/IEC 18031:2011, NIST SP
800-90A4 using [selectionHash_DRBG (any), HMAC_DRBG (any), CTR_DRBG
(AES).

1737 FCS_RBG_EXT.1.2The deterministic RBG shall be seeded by an entsopyce
that accumulates entropy from [selection: [assignmeimber of software-based
source$ software-based noise source(gssignmentmumber of hardware-based
source$ hardware-based noise sourcg(gjith a minimum of [selectionl28 bits,
256 bitg of entropy at least equal to the greatest secatiength, according to
ISO/IEC 18031:2011 Table C.1 “Security strengthHddbr hash functions”, of the
keys and hashes that it will generate.

1738 Rationale:

1739 Random bits/number will be used by the SFRs fordesyeration and destruction,
and the Common Criteria does not provide a suit8ble for the random bit
generation.
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1740 This extended component ensures the strength of@man keys, and itis
therefore placed in the FCS class with a singlepmmrant.

5.1.5 FIA_ PMG_EXT Extended: Password Management

1834 Family Behavior:

1835 This family defines requirements for the attribubépasswords used by
administrative users to ensure that strong passaamd passphrases can be chosen
and maintained.

1836 Component leveling:

FIA_ PMG EXT.1 Extended: Password Manager 1

1837 FIA_PMG _EXT.1 Password management requires the TSF to supp@wpeds
with varying composition requirements, minimum l#rgg maximum lifetime, and
similarity constraints.

1838 Management:

1839 The following actions could be considered for thenagement functions in FMT:

* There are no management actions foreseen.

1840 Audit;

1841 The following actions should be auditable if FAU_&Becurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

1842 FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.

Dependencies: No dependencies.
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1843 FIA_PMG _EXT.1.1The TSF shall provide the following password
managementapabilities for User passwords:

» Passwords shall be able to be composed of any oatm of upper and
lower case letters, numbers, and the following sppebaracters: [selection:
R (o) M - Y R (R , [assignmentother
charactery);

* Minimum password length shall be settable by an idstrator, and have
the capability to require passwords of 15 charaategreater.

1844 Rationale:

1845 Password Management is to ensure the strong aithion between the
endpoints of communication, and the Common Critéoi@s not provide a suitable
SFR for the Password Management.

1846 This extended component protects the TOE by mefgpassword management, and
it is therefore placed in the FIA class with a single porent.

5.1.6 FIA_PSK_EXT Extended: Pre-Shared Key Composition

1847 Family Behavior:

1848 This family defines requirements for the TSF touwraghe ability to use pre-shared
keysfor IPsec.

1849 Component leveling:

FIA_PSK_EXT.1 Extended: F-Shared Key Compositit 1

1850 FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticityaaness
control for updates.

1851 Management:

1852 The following actions could be considered for thenagement functions in FMT:
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* There are no management actions foreseen.

1853 Audit;

1854 The following actions should be auditable if FAU_KGBecurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

1855 FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

Hierarchical to: No other components.

Dependencies: FCS_RBG_EXT.1 Extended: Cryptograpbieration (Random
Bit Generation).

1856 FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys $aclP

1857 FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based preedtkarys
that are:

« 22 characters in length and [selection: [assignnather supported lengths],
no other lengthls

« composed of any combination of upper and lower tetsers, numbers, and
special characters (that include: “I", “@”, “#”, "$'%", “*", “&”", “*", “(*,
and “)").

1858 FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shaesd ky
using [selectionSHA-1, SHA-256, SHA-51[assignmentmethod of conditioning
text strind] and be able to [selectionse no other pre-shared keys; accept bit-based
pre-shared keys; generate bit-based pre-shared keiyg the random bit generator
specified in FCS_RBG_EXT.1

1859 Rationale:

1860 Pre-shared Key Composition is to ensure the stanigentication between the
endpointf communications, and the Common Criteria doepnotide a suitable
SFR for the Pre-shared Key Composition.
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This extended component protects the TOE by mefsitsomg authentication, and
it is therefore placed in the FIA class with a single ponent.

5.1.7 FPT_SKP_EXT Extended: Protection of TSF Data

1876

1877

1878

1879

1 880

1 881

1 882

1 883

1 884

Family Behavior:

This family addresses the requirements for managiprotecting the TSF data,
such as cryptographic keys. This is a new familglelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.Extended: Protection of T!Date 1

FPT_SKP_EXT.1Protection of TSF Data (for reading all symmetegg),
requirespreventing symmetric keys from being read by arer vs subject. It is
the only component of this family.

Management:

The following actions could be considered for thenagement functions in FMT:

* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_Becurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.
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FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-sharegkey
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shkegd, symmetric keys and private
keysare protected securely, and the Common Criteria doeprovide a suitable
SFR for the protection of such TSF data.

This extended component protects the TOE by mefsisomg authentication using
Pre-shared Key, and it is therefore placed in the F@$scwith a single component.

5.1.8 FPT_TST _EXT Extended: TSF testing

1889

1 890

1891

1892

1893

1894

1 895

1 896

Family Behavior:

This family addresses the requirements for setirtgshe TSF for selected correct
operation.

Component leveling:

FPT _TST_EXT.1 Extended: TSF tesi 1
FPT_TST_EXT.1TSF testing requires a suite of self-testing toureduring
initial start-up in order to demonstrate correctéigion of the TSF.
Management:

The following actions could be considered for thenagement functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_Becurity Audit Data

Generation is included in the PP/ST:
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* There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests duringahgtart-up
(and power on) to demonstrate the correct operatidne TSF.

Rationale:

TSF testing is to ensure the TSF can be operatedatly, and the Common Criteria
doesnot provide a suitable SFR for the TSF testingpdrticular, there is no SFR
defined for TSF testing.

This extended component protects the TOE, andhigiefore placed in the FPT
classwith a single component.

5.1.9 FPT_TUD_EXT Extended: Trusted Update

1902

1903

1904

1 905

1 906

1 907

Family Behavior:

This family defines requirements for the TSF tougaghat only administrators can
update the TOE firmware/software, and that suchviiare/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: TrustUpdate 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and accessotéor updates.

Management:

The following actions could be considered for thenagement functions in FMT:
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* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_KEBecurity Audit Data
Generation is included in the PP/ST:

* There are no auditable events foreseen.

FPT _TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operétooisignature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algamjth

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the
ability to query the current version of the TOHrfiware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/softwar

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmwaréisare
updates to the TOE using a digital signature meshaand [selectiomublished
hash, no other functiohgrior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and then@wn Criteria does not
provide a suitable SFR for the management of firnreygaftware. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, andlieisefore placed in the FPT
classwith a single component.
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6. Security Requirements
This section contains the functional requiremelnds are provided by the TOE.

The CC defines operations on security requiremenite font conventions listed below state the
conventions used in this ST to identify the opersi

Assignmentindicated in underlined text

Selection: indicated in italics
Assignments within selections: indicated in itakegl underlined text

SFR operation completed or partially completed inte PP: Bold
Refinement: indicated with bold text

Iterations of security functional requirements nbayincluded. If so, iterations are specified at
the component level and all elements of the comipioaue repeated. Iterations are identified by
letters in parentheses following the component@ment (e.g., FAU_ARP.1(A)).

6.1 TOE Security Functional Requirements

Table 8 - TOE Security Functional Requirements

SFR Description
FAU GEN.1 Audit Data Generation
FAU_GEN.2 User Identity Association
FAU SAR.1 Audit review
FAU SAR.2 Restricted audit review
FAU STG.1 Protected audit trail storage
FAU STG.4 Prevention of audit data loss

FAU STG _EXT.1

Extended: External Audit Trail Stoeag

FCS_CKM.1(a)

Cryptographic Key Generation (for asyetric keys)

FCS_CKM_EXT.4

Extended: Cryptographic Key Matebastruction

FCS_CKM.4

Cryptographic key destruction

FCS_COP.1(a)

Cryptographic Operation (Symmetricygrimn/decryption)

FCS_COP.1(b)

Cryptographic Operation (for signageeeration/verification)

FCS_COP.1(c)

Cryptographic Operation (Hash Alganjth

FCS_COP.1(g)

Cryptographic Operation (for keyedahagssage authentication)

FCS_IPSEC_EXT.1

Extended: IPsec selected

FCS_RBG_EXT.1

Extended: Cryptographic Operatiom(fan Bit Generation)

FDP_ACC.1 Subset access control

FDP_ACF.1 Security attribute based access control
FDP_RIP.1(b) Subset residual information protection
FIA AFL.1 Authentication failure handling

FIA_ ATD.1 User attribute definition

FIA PMG_EXT.1

Extended: Password Management

FIA PSK_EXT.1

Extended: Pre-Shared Key Composition

FIA UAU.1 Timing of authentication

FIA UAU.7 Protected authentication feedback

FIA UID.1 Timing of identification

FIA USB.1 User-subject binding

FMT_MOF.1 Management of security functions behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
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SFR Description
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT SKP EXT.1 Extended: Protection of TSF Data
FPT _STM.1 Reliable time stamps
FPT TST EXT.1 Extended: TSF testing
FPT TUD EXT.1 Extended: Trusted Update
FTA SSL.3 TSF-initiated termination
FTP_ITC.1 Inter-TSF trusted channel
FTP_TRP.1(a) Trusted path (for Administrators)
FTP_TRP.1(b) Trusted path (for Non-administrators)

Note that paragraph numbering shown in this chaggeesponds to paragraph numbers in
[HCD].

6.1.1 Security Audit (FAU)
6.1.1.1 FAU_GEN.1 Audit Data Generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1  Reliable time stamps

1155 FAU_GEN.1.1The TSF shall be able to generate an audit redaiteo
following auditable events:

1156 a) Start-up and shutdown of the audit functions;
1157 b) All auditable events for theot specifiedlevel of audit; and
1158 C) All auditable events specified in Table 9no other auditable events].
Refinement Rationale: The table reference is changeeflect the contents of the ST.
1159 FAU_GEN.1.2The TSF shall record within each audit record asti¢he
following information:

1160 a) Date and time of the event, type of event, subjentity (if
applicable), and the outcome (success or failuré)eoevent; and

1161 b) For each audit event type, based on the audigal@nt definitions of
the functional components included in the PP&&iditional information
specified in Table 9 [no other information].

Refinement Rationale: The table reference is changeeflect the contents of the ST.
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Table 9 - Auditable Events

Auditable event Relevant SFR Additional
information
Job completion FDP_ACF.1 Type of job, JoblID
Job started FDP_ACF.1 Type of job, JobID,
Source IP address for
print jobs
Successful User identification | FIA_UAU.1, SessionID, Source IP
and authentication FIA_UID.1 address for remote
users
Unsuccessful User FIA_UAU.1 UserID supplied,
authentication Source IP address for
remote users
Unsuccessful User FIA_UID.1 UserID supplied,
identification Source IP address

for remote users

Use of management functions FMT_SMF.1 ParameteollD,
and new values

Modification to the group of | FMT_SMR.1 None
Users that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

Audit log cleared by authorized FAU_STG.1 None
administrator
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6.1.1.2 FAU_GEN.2 User Identity Association
(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

7176 FAU_GEN.2.1 For audit events resulting from actions of idestfiusers, the
TSFshall be able to associate each auditable evehttiw identity of the user that
caused the event.

6.1.1.3 FAU_SAR.1 Audit review
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

7980 FAU_SAR.1.1 The TSF shall provide [U.ADMIN] with the capability
readall records from the audit records.

7981 FAU_SAR.1.2 The TSF shall provide the audit records in a masugable
for the user to interpret the information.

6.1.1.4 FAU_SAR.2 Restricted audit review
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_SAR.1  Audit review
7991 FAU_SAR.2.1 The TSF shall prohibit all users read access tauioit
records, except those users that have been graxpdidit read-access.
6.1.1.5 FAU_STG.1 Protected audit trail storage
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

7995 FAU_STG.1.1 The TSF shall protect the stored audit recordbéraudit
trail from unauthorised deletion.
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7996 FAU_STG.1.2 The TSF shall be able prevent unauthorised modifications to
the stored audit records in the audit trail.

6.1.1.6 FAU_STG.4 Prevention of audit data loss
(for O.AUDIT)
Hierarchical to: FAU_STG.3 Action in case of possiaudit data loss
Dependencies: FAU _STG.1  Protected audit trail giora

1100sFAU_STG.4.1 RefinementThe TSF shallgverwrite the oldest stored audit
recordd and [take no other actions] if the audit traifud.

6.1.1.7 FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

1179 FAU_STG_EXT.1.1The TSF shall be able to transmit the generated dath
to an External IT Entity using a trusted channeloading to FTP_ITC.1.

6.1.2 Cryptographic Support (FCS)
6.1.2.1 FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: —FCS—CkM-2-Cryptographic-key-distidn-or

FCS_COP.1(b) Cryptographic Operation (for signature
generation/ verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

71189 FCS_CKM.1.1(a) Refinement The TSF shall generatsymmetric
cryptographic keysised for key establishmenin accordancevith [

NIST Special Publication 800-56B, “RecommendatioorfPair-Wise Key
Establishment Schemes Using Integer Factorizationy@tography” for
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RSA- based key establishment schemes
1190 ] and specified cryptographic key sizes equivalerib, or greater than, a
symmetric key strength of 112 bits.

6.1.2.2 FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Gaten (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symnedtreys)],
FCS_CKM.4 Cryptographic key destruction

1212 FCS_CKM_EXT.4.1 The TSF shall destraall plaintext secretand private
cryptographic keys and cryptographic critical séguyrarametersvhen no longer
needed

6.1.2.3 FCS_CKM.4 Cryptographic key destruction
(for O.COMMS_PROTECTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Gaten (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symneekreys)]

1222 FCS_CKM.4.1(a) Refinement:The TSF shall destrayryptographic keys in
accordance with a specified cryptographic key destsnmethod |

1223 For volatile memory, the destruction shall be exeded by a [single
overwrite consisting of [zeroesjemoval of power to the memdty

1224 For nonvolatile memory the destruction shall be exaited by a gingle
overwrite consisting of [zeroedhlock erase]

1225 | that meets the following: diStandard
6.1.2.4 FCS_COP.1(a) Cryptographic Operation (Symmetric engyption/decryption)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.
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Dependencies: -[FBPIFC A Importofuserdatawitimmeurity-attributes;-or
_7C. : I i . 4t or

FCS_CKM.1(b) Cryptographic key generation (Symneekieys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

1242 FCS_COP.1.1(a) RefinementThe TSF shall perforrancryption and
decryption in accordance with a specified cryptographic alhonAES

operating in [CBC mode]and cryptographic key siz&28-bits and 256-bitghat
meets the following:

FIPS PUB 197, “Advanced Encryption Standard (AES)”

[NIST SP 800-38A]
Application Note: For this TOE, this SFR addres&&sS for IPsec only.

6.1.2.5 FCS_COP.1(b) CryptographicOperation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: - [FBPIFC A Importofuserdata-witlmmeurity-attributes,-or
_7C. : I " . e o
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

1249 FCS_COP.1.1(b) RefinementThe TSF shall perforrryptographic
signature servicesn accordance with a

RSA Digital Signature Algorithm (rDSA) with key sés (modulus) of
[2048 bits]]
1250 that meets the followinpg

FIPS PUB 186-4, “Digital Signature Standard”
1254 .
6.1.2.6 FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3)
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Hierarchical to: No other components.
Dependencies: No dependencies.

11302 FCS_COP.1.1(c) RefinementThe TSF shall perforraryptographic hashing
servicesin accordance withdHA-1, SHA-256, SHA-38that meet the following:
[ISO/IEC 10118-3:2004.

6.1.2.7 FCS_COP.1(g) Cryptographic Operation (for keyed-hals message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data witlsmeurity attributes, or
FDP_ITC.2 Import of user data with security atttds) or
FCS_CKM.1(b) Cryptographic key generation (Symneetri
Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

11280FCS_COP.1.1(g) RefinementThe TSF shall perforrkeyed-hash message
authentication in accordance with a specified cryptographic atgor HMAC-[
SHA-1, SHA-256, SHA-38} key size [160, 256 and 384 bits], and messagge#t
sizes 60, 256, 38pbits that meet the following=IPS PUB 198-1, "The Keyed-
Hash Message Authentication Code, and FIPS PUB 18)-'Secure Hash
Standard.”

6.1.2.8 FCS _IPSEC _EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.
Dependencies: FIA PSK _EXT.1 Extended: Pre-Shamd®mposition

FCS_CKM.1(a) Cryptographic Key Generation (for agystric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
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FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algamith

FCS_COP.1(g) Cryptographic Operation (for keyeshha
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)
11126FCS_IPSEC_EXT.1.1The TSF shall implement the IPsec architecturgasiBed in
RFC 4301.

11132FCS_IPSEC_EXT.1.2The TSF shall implementrfnsport modg

11140FCS_IPSEC_EXT.1.3The TSF shall have a nominal, final entry in théSRat
matches anything that is otherwise unmatched, &wdudls it.

11149FCS_IPSEC_EXT.1.4The TSF shall implement the IPsec protocol ESPeéiset
by RFC 4303 usinglie cryptographic algorithms AES-CBC-128 (as sjpettiby
RFC 3602) together with a Secure Hash AlgorithmAsblased HMAC, AES-CBC-
256 (as specified by RFC 3602) together with a feeldash Algorithm (SHA)-based
HMAC].

11158FCS_IPSEC_EXT.1.5The TSF shall implement the protocdKEv1, using Main
Mode for Phase 1 exchanges, as defined in RFCs, 2408, 2409, RFC 410fRFC
4304 for extended sequence numpensd ho other RFCs for hash functigndKEv2
as defined in RFCs 599fwith no support for NAT traverdaland ho other RFCs for
hash functiong.

11168FCS_IPSEC_EXT.1.6The TSF shall ensure the encrypted payload inlKE\1,
IKEvZ] protocol uses the cryptographic algorithms AESGER28, AES-CBC- 256 as
specified in RFC 3602 and¢ other algorithrh

11176FCS_IPSEC_EXT.1.7The TSF shall ensure that IKEv1l Phase 1 excharggesnly
main mode.

11185FCS_IPSEC_EXT.1.8The TSF shall ensure thdKEv2 SA lifetimes can be
established based glength of time, where the time values can be lunite 24
hours for Phase 1 SAs and 8 hours for Phase 2, 84sv1 SA lifetimes can be
established based on [length of time, where the tiedues can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2|.SAs
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11195FCS_IPSEC_EXT.1.9The TSF shall ensure that all IKE protocols implatigH
Groups 14 (2048-bit MODP), an@4 (2048-bit MODP with 256-bit POJS)

11204FCS_IPSEC_EXT.1.10The TSF shall ensure that all IKE protocols perféteer
Authentication using theRSA algorithm and Pre-shared Keys.

6.1.2.9 FCS_RBG_EXT.1 Extended: Cryptographic Operation (Radom Bit Generation)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: No dependencies.

7260 FCS_RBG_EXT.1.1:The TSF shall perform all deterministic random bit
generation services in accordance whgT SP 800-90Ausing [CTR_DRBG
(AES].

1262 FCS_RBG_EXT.1.2The deterministic RBG shall be seeded by at laasemtropy
source that accumulates entropy frodj hardware-based noise sourcd(gjth a
minimum of 256 bit$ of entropy at least equal to the greatest secatiength,
according to ISO/IEC 18031:2011 Table C.1 “Secusityength Table for Hash
Functions”, of the keys and hashes that it willeyaie.

6.1.3 User Data Protection (FDP)
6.1.3.1 FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1  Security attribute basedszccontrol

1286 FDP_ACC.1.1 Refinement: The TSF shall enforce thdser Data Access Control
SFP on subjects, objects, and operations among subgisobjects specified in
Table 10 - and Table 11 -.

6.1.3.2 FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACC.1  Subset access control

FMT_MSA.3 Static attribute initialization
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1280 FDP_ACF.1.1 Refinement: The TSF shall enforce théser Data Access Control
SFPto objects based on the following: subjects, ojemnd attributes specified in
Table 10 - and Table 11 -.

Refinement Rationale: The table references are gbdro reflect the contents of the ST.

1200 FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjants controlled objects is
allowed:rules governing access among controlled subjectsd aontrolled objects
using controlled operations on controlled objecisexified inTable 10 - and
Table 11 -

Refinement Rationale: The table references are gbdro reflect the contents of the ST.

1201 FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of sulsjec
to objects based on the following additional ru[es: additional rules].

1292 FDP_ACF.1.4 Refinement:The TSF shall explicitly deny access of subjects to
objects based on the following additional rules: [

1. The Job Owner of submitted print jobs is determibed Userid included
in the embedded PJL. Print jobs received withduserid, or with an
unknown Userid, or with a Userid of a user thatdoet have the Secure
Held Print Jobs permission, are deleted after pleeified timeout period
for releasing held print jobs. During this time, access to the print jobs is
possible since access is restricted to the job nyvne

Table 10 -D.USER.DOC Access Control SFP

“Create" "Read" "Modify"  "Delete"
. View
Submita | .
| document image or Modify Delete
Operation: Release stored
to be ; stored
. printed document
printed document
output
Job owner (with
Secure Held Print Yes Release No Yes
Jobs)
Job owner (without
Secure Held Print | Ye3PUL jonied | denied | denied
deleted
Jobs)
Yes, but . . .
Unknown user deleted denied denied denied
Yes, but . . .
No userid specified deleted denied denied denied
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U.ADMIN

“Create" "Delete"

"Read"  "Modify"

U.ADMIN has no inherent privileges; rather this
role can only create/access his/her own jobs and
will fall into one of the categories listed above

U.NORMAL has no inherent privileges; rather this

U.NORMAL role can only create/access his/her own jobs and
will fall into one of the categories listed above
See above . . :
Unauthenticated categories denied denied denied
Table 11 -D.USER.JOB Access Control SFP
“Create” "Read” "Modify" "Delete”
. |Create prin{ View print Modify printCancel prin
Operation: job queue / log job job
Job owner (with ,
) Yes for |Modify # of| Yes for
?Oegg)re Held Print Yes itself copies itself
Job owner (without
Secure Held Print | oo ony | denied | denied | denied
Jobs)
Yes, but . . .
Unknown user deleted denied denied denied
No userid specified \gleefétzgt denied denied denied

U.ADMIN

U.ADMIN has no inherent privileges; rather this
role can only create/access his/her own jobs and
will fall into one of the categories listed above

U.NORMAL

U.NORMAL has no inherent privileges; rather tf
role can only create/access his/her own jobs and
will fall into one of the categories listed above

IS

Unauthenticated

See above

categories

denied

denied

denied

6.1.3.3 FDP_RIP.1(b) Subset residual information protection

(for O.PURGE_DATA)
Hierarchical to:

Dependencies:

No other components.

No dependencies.

11024FDP_RIP.1.1(b) RefinementThe TSF shall ensure that any previgustomer-
suppliedinformation content of a resource is made unavkalapon theequest of
an Administrator to the following objectsD.USER, D.TSE
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6.1.4 Identification and Authentication (FIA)
6.1.4.1 FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)

Hierarchical to: No other components.

Dependencies: FIA_UAU.1  Timing of authentication
1310 FIA_AFL.1.1 The TSF shall detect whear] administrator configurable positive
integer within [1-10] unsuccessful authentication attempts occur relede
[consecutive login attempts via the touch panelel interface within the
configured time period].

1311 FIA_AFL.1.2 When the defined number of unsuccessful autherdicattempts
hasbeen mel, the TSF shall [automatically lock the user agddor the
configured amount of time].

6.1.4.2 FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.
1321 FIA_ATD.1.1 The TSF shall maintain the following list of setyattributes
belonging to individual users: [

1. Username

Password

Associated groups

User permissions, as specified by associated groups
Number of consecutive authentication failures

o 0 bk Wb

Time of the earliest authentication failure (sirthe last successful login if any
have occurred)

7. Account lock statys

6.1.4.3 FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I1&A)

Hierarchical to: No other components.

Dependencies: No dependencies.

59



Lexmark CSTPP Single Function Printers Securityg@ar

1327 FIA_PMG_EXT.1.1 The TSF shall provide the following password
managementapabilities for User passwords:

Passwords shall be able to be composed of any catidm of upper and
lower case letters, numbers, and the following specharacters]“!”,
‘@, #, U, %, NV &, M At ), [other ACII characters
except CR and NI

Minimum password length shall be settable by an #dstrator, and have
the capability to require passwords of 15 charaateigreater;
6.1.4.4 FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to: No other components.

Dependencies: FCS_RBG_EXT.1 Extended: Cryptograpbieration (Random
Bit Generation)

11288 FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys s&clP

11280FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based preeghaays
that are:

22 characters in length anéeihgths from 1 to 36 characteis]

composed of any combination of upper and lower tatgers, numbers,
and special characters (that include: “I", “@”, #3%", “%”", “\", “&”,
et and “)).

11200FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shaesd by using
[SHA-1, SHA-256and be able touse no other pre-shared kgys

6.1.4.5 FIA_UAU.1 Timing of authentication
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA _UID.1 Timing of identification

1336 FIA_UAU.1.1 Refinement: The TSF shall allow_[submit print jobs; view
operational status of the device] on behalf ofuker to be performed before the user
is authenticated.
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1337 FIA_UAU.1.2 The TSF shall require each user to be successdutlyenticated
beforeallowing any other TSF-mediated actions on behahat user.

6.1.4.6 FIA_UAU.7 Protected authentication feedback
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA UAU.1  Timing of authentication

1351 FIA_UAU.7.1 The TSF shall provide only [only asterisks (“*”) dots (“®”)] to the
user while the authentication is in progress.

6.1.4.7 FIA_UID.1 Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.
1359 FIA_UID.1.1 Refinement: The TSF shall allow [submit print jobs; view opévagl

status of the device] on behalf of the user todréopmed before the user is
identified.

1360 FIA_UID.1.2 The TSF shall require each user to be succes#fightified
beforeallowing any other TSF-mediated actions on behahat user.

6.1.4.8 FIA_USB.1 User-subject binding
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition

1365 FIA_USB.1.1 The TSF shall associate the following user secuatitybutes with
subjectsacting on the behalf of that user: [

1. Username
2. Associated groups

3. User permissions].

1366 FIA_USB.1.2 The TSF shall enforce the following rules on thidahassociation of
user security attributes with subjects acting anldbhalf of users: [

1. The username are the values supplied by the user.

2. The associated groups are the values configuretthdamser account.
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3. User permissions are determined by combining tiigared permissions for
each associated group.].

1367 FIA_USB.1.3 The TSF shall enforce the following rules governohgnges to the
user security attributes associated with subjedtiagaon the behalf of users: [the
security attributes do not change during a session]

6.1.5 Security Management (FMT)
6.1.5.1 FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1  Specification of Management Functions
1374 FMT_MOF.1.1 Refinement: The TSF shall restrict the ability tdgtermine the

behaviour of, disable, enable, modify the behavadlithe functions [

* Audit
+ |dentification and authentication

+ Authorization and access controls

¢ Communication with External IT Entities

+ Network communications

*« System or network time source

» Device functions (e.qg. Print)

] to U.ADMIN .

6.1.5.2 FMT_MSA.1 Management of security attributes
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1  Specification of Management Functions
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1383 FMT_MSA.1.1 Refinement:The TSF shall enforce théser Data Access Control
SFPto restrict the ability toquery, modify, delete, [creafelhe security attributes
[Username, associated groups and user permissmfe]ministrators authorized for
access to the Security Menu].

6.1.5.3 FMT_MSA.3 Static attribute initialization
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of securitybaities
FMT_SMR.1 Security roles

1392 FMT_MSA.3.1 RefinementThe TSF shall enforce théser Data Access Control
SFPto provide festrictivd default values for security attributes that asedito
enforce the SFP.

1393 FMT_MSA.3.2 Refinement:The TSF shall allow thpo role] to specify alternative
initial values to override the default values wia@nobject or information is created.

6.1.5.4 FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
7400 FMT_MTD.1.1 Refinement: The TSF shall restrict the ability peerform the

specifiedoperations on the specified TSF Data to the rolepscified in Table
12 -

Application Note: Since U.ADMIN is represented hyjtiple distinct permissions, the following tabtientifies the
associated permission rather than grouping evenghinder the U.ADMIN role.

Refinement Rationale: The table reference is changeeflect the contents of the ST.
Table 12 -Management of TSF Data

Operation Authorized Role(s)
(Associated Permission)
TSF Data owned by a UINORMAL or associated with Dagments or jobs owned by a
U.NORMAL
D.USER.JOB Query, Delete Secure Held Print Jobs (for
the user’s own jobs only)
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Operation

Authorized Role(s)
(Associated Permission)

TSF Data not owned by a U.NORMAL

Active Directory Create Security Menu
Configuration

Date and Time Query, Modify Device Menu
Parameters

Enable Audit Query, Modify Security Menu
Enable HTTP Server Query, Modify Network/Ports Menu
Enable Remote Syslog Query, Modify Security Menu

Groups

Query, Modify, Delete,
Create

Security Menu

Held Print Job Query, Modify Security Menu
Expiration Timer

IPSec Settings Query, Modify Network/Ports Menu
Job Waiting Query, Modify Device Menu
Kerberos Setup Query, Modify Security Menu
LDAP Certificate Query, Modify Security Menu
Verification

LDAP+GSSAP| — SFP Query, Modify Security Menu
Credentials

LDAP+GSSAPI Query, Modify, Delete, Security Menu
Configuration Create

Login Restrictions Query, Modify Security Menu
Network Port Query, Modify Network/Ports Menu
Permissions Query, Modify Security Menu
Remote Syslog Query, Modify Security Menu

Parameters
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Operation Authorized Role(s)
(Associated Permission)

Security Reset Query, Modify Security Menu
Jumper
Smart Card Query, Modify Security Menu

Authentication Client
Configuration

USB Buffer Query, Modify Network/Ports Menu
Username/Password Query, Modify, Delete, Security Menu
Accounts Create
Visible Home Screen Query, Modify Device Menu
Icons

Software, firmware, and related configuration data
Firmware Query Reports Menu

Modify Firmware Updates

6.1.5.5 FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

1410 FMT_SMF.1.1 The TSF shall be capable of performing the follaysumanagement
functions: [

» User management (e.g., add/change/remove local user
* Role management (e.qg., assign/deassign role neddtip with user)

+ Configuring identification and authentication (e $glecting between local
and external 1&A)

+ Configuring authorization and access controls (@ecess control lists for
TOE resources)

* Configuring communication with External IT Entities

* Confiquring network communications

+ Configuring the system or network time source

* Confiquring data transmission to audit server

» Configuring internal audit log storage

« Configure applications
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* Perform firmware updates
e Configure device functions
» Sanitize device].

6.1.5.6 FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

1427 FMT_SMR.1.1 Refinement: The TSF shall maintain the rolesADMIN,
U.NORMAL .

1428 FMT_SMR.1.2The TSF shall be able to associate users with.roles

6.1.6 Protection of the TSF (FPT)
6.1.6.1 FPT_SKP_EXT.1 Extended: Protection of TSF Data
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: No dependencies.
1435 FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-sharedkey
symmetric keys, and private keys.

6.1.6.2 FPT_STM.1 Reliable time stamps
(for.O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
7441 FPT_STM.1.1 The TSF shall be able to provide reliable time gtaam

6.1.6.3FPT_TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to: No other components.

Dependencies: No dependencies.

7451 FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests duringahgtart-up
(and power on) to demonstrate the correct operatidine TSF.
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6.1.6.4 FPT_TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operétion
signature generation/verification)

FCS_COP.1(c) Cryptographic operation (Hash Alponix

1459 FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the
ability to query the current version of the TOHrfiware/software.

7460 FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/softwar

7461 FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmwaré{gare
updates to the TOE using a digital signature meashaand fo other functions
prior to installing those updates.

6.1.7 TOE Access (FTA)
6.1.7.1 FTA _SSL.3 TSF-initiated termination
(for O.USER_I1&A)

Hierarchical to: No other components.
Dependencies: No dependencies.
1474 FTA_SSL.3.1The TSF shall terminate an interactive session affnfigurable

time interval of user inactivity in the range ofdl120 minutes for the web
interface and 10 to 300 seconds for the touch ganel

6.1.8 Trusted Paths/Channels (FTP)
6.1.8.1 FTP_ITC.1 Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsectsdleor
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
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1482 FTP_ITC.1.1 Refinement:The TSF shaluse [Pseq to providea trusted
communication channel between itself authorized IT entities supporting the
following capabilities: [authentication server, [remote audit server, netlkdimme
server] that is logically distinct from other communicatiohannels and provides
assured identification of its end points and priasd@cof the channel data from
disclosure and detection of modification of the chanel data

7483 FTP_ITC.1.2 Refinement: The TSF shall permihe TSF,or the
authorized IT entities, to initiate communication via the trusted channel

7484 FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trdste
channel for femote authentication, sending audit records, netwi time
synchronization].

6.1.8.2 FTP_TRP.1(a) Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsectedleor
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

1496 FTP_TRP.1.1(a) RefinementThe TSF shaluse[IPsed to providea trusted
communication path between itself aietinote administrators that is logically
distinct from other communication paths and prosidssured identification of its
end points and protection of the communicated fitata disclosure and detection
of modification of the communicated data

7497 FTP_TRP.1.2(a) RefinementThe TSF shall permiemote administratorsto
initiate communication via the trusted path

7408 FTP_TRP.1.3(a) RefinementThe TSF shall require the use of the trusted path f
initial administrator authentication and all remote administration actions.

6.1.8.3FTP_TRP.1(b) Trustedpath (for Non-administrators)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.
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Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec
selected, or FCS_TLS_EXT.1 Extended: TLS
selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or FCS_HTTPS_EXT.1 Extended:
HTTPS selected].

1500 FTP_TRP.1.1(b) Refinement The TSF shallise[IPseq to providea trusted
communication path between itself aietnote users that is logically distinct from
other communication paths and provides assuredifidation of its end points and
protection of the communicated data frdiaclosure and detection of modification
of the communicated data

7510 FTP_TRP.1.2(b) RefinementThe TSF shall permitlie TSF, remote usets
to initiate communication via the trusted path

7511 FTP_TRP.1.3(b) Refinement The TSF shall require the use of the trusted
path forinitial user authentication and all remote user adbns.

6.2 Security Assurance Requirements

The Security Assurance Requirements are the EAdmponents as specified in Part 3 of the
Common Criteria. Note that these components dirgeckby the assurance activities stated in
[HCD], which are included by reference.

Table 13 -TOE Assurance Components Summary

Assurance Classes Assurance Component Description
Security Target ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE summary specification
Development ADV_FSP.1 Basic Functional Specification
Guidance Documents AGD_OPE.1 Operational User Guidance
AGD_PRE.1 Preparative Procedures
Lifecycle Support ALC_CMC.1 Labeling of the TOE
ALC_CMS.1 TOE CM Coverage
Test ATE_IND.1 Independent Testing — Conformance
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Assurance Classes Assurance Component Description

Vulnerability Assessment AVA_VAN.1 Vulnerability survey
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7. TOE Summary Specification
7.1 Security Functions
7.1.1 Identification, Authentication and Authorization

Users are required to successfully complete the pg@cess before they are permitted to access
any restricted data or functionality. The setedtricted user functionality is under the control o
the administrators, with the exception of submisgibnetwork print jobs which is always
allowed.

A new session is established for the touch panelhvthe system boots and for web sessions
when the connection is established. All sessioasmatially bound to the Guest (default) user.
In the evaluated configuration, the Guest usemioaaccess to restricted functions or data other
than allowing print jobs to be submitted.

Users must log in as a different user in orderaim @ccess to TOE functionality. Multiple login
mechanisms are supported in the evaluated configaré&mart Card authentication,
Username/Password Accounts and LDAP+GSSAPI. NateSmart Card and LDAP+GSSAPI
authentications also use Kerberos functionality nvaiethenticating certificates or credentials.
Username/Password information is stored in flash.

For Smart Card authentication, no functions atdtueh panel are allowed until I&A

successfully completes. The touch panel displayessage directing the user to insert a card
into the attached reader. Once a card is insdtiedjser is prompted for a PIN. When the PIN
is entered, only asterisks (“*”) or dotse(") are displayed. Asterisks are displayed on theh
panel; dots are displayed on the web interfacece@ne PIN is collected (indicated by the user
touching the Next button), the TOE passes the Bltké card for validation. If it is not valid, a
message is displayed on the touch panel and tmesuaseked to re-enter the PIN. After the card-
configured number of consecutive invalid PINs, ¢aed will lock itself until unlocked by a card
administrator.

Upon successful card validation, the TOE forwaldsdertificate from the card to the configured
Kerberos Key Distribution Center (Windows Domainn@oller) for validation. If the certificate
validation is not successful, an error message@al/ed on the touch panel until the current
card is removed from the reader. If the certioalidation is successful, the TOE binds the
username, account name, and email address (alhetttom the KDC/LDAP server) to the
user session for future use. An audit recordHerduccessful authentication is generated. All
communication with the KDC and LDAP server use®{Ps

For Username/Password Accounts and LDAP+GSSAPIT @t collects a username and
password via the touch panel or via the browsesises When the password is entered, only
asterisks (“*”) are displayed. Once the usernante@assword are collected, the next step in the
process depends on the I&A mechanism being used.

For Username/Password Accounts, the TOE performsdhdation of the username and
password against the set of configured Usernam&ARad Accounts. If the validation fails
because of an invalid password (for a valid uses)athe count of failed authentication attempts
is incremented for that account. If the thresHoldfailed attempts within a time period is
reached, then the account is marked as being Idckede configured amount of time to

mitigate against brute force password attacks.
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For LDAP+GSSAPI, the TOE hashes the supplied pasband forwards the username in an
authentication request signed by the hashed paddwde configured KDC for validation
(using the configured machine credentials) andsafaitthe response. If no response is
received, the validation is considered to haveéail

In the case of failed validations, an error messagésplayed via the touch panel or browser
session, and then the display returns to the puesoreen for further user action. An audit
record for the failed authentication attempt isegated.

If validation is successful, the TOE retrieves dceount name and email address from the LDAP
server and binds them to the user session fordutse. An audit record for the successful
authentication is generated.

Permissions for the user session are determineddroup memberships. Authorized
Administrators assign roles to user accounts byigornng permissions for each configured
group and then assigning user accounts to grodpminimum, during installation Authorized
Administrators must perform the user account caméigon activities in the guidance
documentation to establish the evaluated configurat

* Create new groups for Authorized Administrators Aathorized Users. The group
names must correspond to names used in the LDA®rsafr Smart Card or
LDAP+GSSAPI authentication is used.

» Configure appropriate permissions for each of thgyeeips

» Assign all users and administrators using Usern@assivord Accounts to groups

* Modify the Public permissions (which are the ondymissions for the Guest user
account so that only B/W Print and Color Print esafigured

For Username/Password accounts, the permissiomaébr group that the user is a member of
(as specified in the account configuration) are loimed. For Smart Cards and LDAP+GSSAPI,
a list of group memberships are retrieved fromUtbA&P server. For each of those groups that
match a group configured in the TOE, the permisseme combined. If the group memberships
or permissions are changed, active sessions amdfeoted; the changes take effect at the next
login.

The user session is considered to be active natibser explicitly logs off, removes the card or
the administrator-configured inactivity timer farssions expires. The timer values are
separately configurable: 1 to 120 minutes for tled wterface and 10 to 300 seconds for the
touch panel.

Users of the TOE, whether accessing the TOE vidaiheh panel or web interface, are
considered to be in one or more of the followintggaries:

» Authorized Users — permitted to perform one or nadrne user functions defined in
FDP_ACC.1 and FDP_ACF.1.

* Authorized Administrators — permitted to access iaistrative functionality for control
and monitoring of the SFP operation.

* Any Users — Authorized Users and Authorized Admimai®rs

The following Permissions may be configured forups:
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Table 14 -Permissions

Description

Controls the ability to manage the
Address Book contents.

Comment

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Apps Configuration

Controls access to the configaneof
any installed applications

Permission may only be granted to
authorized administrators in the evaluate
configuration.

)

B/W Print

Controls the ability to accept black ang
white print jobs.

Permission must be granted to the Public
permissions

Cancel Jobs at the devic

e

Controls access to tiatidmality to
cancel jobs via the touch panel.

Permission may only be granted to
authorized users in the evaluated
configuration

Change Language from
Home Screen

Controls access to the Change Langug
button on the Home screen (when
displayed); this button is NOT displaye
by default but a user can activate it via
the “General Settings Menu”

dgeermission may be granted to any users

d

Color Dropout

Controls a user’s ability to activéte
Color Dropout functionality as part of a
job; if protected and the user fails to
authenticate, then the device DOES N
use the color dropout functionality in th
job

Permission may only be granted to
authorized users in the evaluated
configuration

DT

e

Color Print

Controls the ability to print color jsb

Permission must be granted to the Public
permissions

Device Menu

Controls access to the Device
administrative menu

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Firmware Updates

Controls a user’s ability to updhe
device’s firmware code via the network

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Flash Drive Color
Printing

Controls whether USB interfaces may
used for color print operations

h&ermission must not be specified for any
user

Flash Drive Print

Controls whether USB interfacesyrhe
used for black and white print operatio

Permission must not be specified for any
nsiser

Function Configuration
Menus

Controls access to the configuration
menus for the print function.

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Held Jobs Access

Controls access to the Held jarsurif
the “Secure Held Print Jobs” eSF
application is not installed

Permission must not be specified for any
user

Import/Export Settings

Controls the ability to inmpand export
configuration files

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Internet Printing Protoco
(IPP)

Controls access to print job submission
via IPP

Permission must not be specified for any
user

Manage Bookmarks

Controls access to the Deletd&iBark,
Create Bookmark, and Create Folder
buttons from both the bookmark list
screen and from the individual bookma
screen

Permission must not be specified for any
user

rk
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Description

Controls access to the Managecat®
Menu

Comment

Permission must not be specified for any
user

Network/Ports Menu

Controls access to the NetwBdkts
Menu

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

New Apps

Controls access to configuration
parameters for apps subsequently add
to the device.

Permission may only be granted to
eduthorized administrators in the evaluate
configuration

)

Option Card Menu

Controls a user’s ability to acthe
“Option Card Menu” that displays men
nodes associated with installed DLEs

Permission may only be granted to
I authorized administrators in the evaluate
configuration

)

Out of Service Erase

Controls the ability to wipe storage
of the SFP when it is being taken out 0
service.

Permission may only be granted to
f authorized administrators in the evaluate
configuration

)

Paper Menu

Controls access to the Paper Menu

i$%om may be granted to any users

Remote Management

Controls whether or not managemery
functions may be invoked from remote
IT systems

Permission must not be specified for any
user

Reports Menu

Controls access to the Reports Menu,

This includes information about user
jobs, which can't be disclosed to non-
administrators.

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Search Address Book

Controls access to the Seatdress
Book button

Permission may be granted to any users

Secure Held Print Jobs

Controls access to the #Hddd menu if
the “Secure Held Print Jobs” eSF
application is installed

Permission may only be granted to
authorized users in the evaluated
configuration

Security Menus

Controls access to the SecurityiMen

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Supplies Menus

Controls access to the SecurityuMen

Permission may only be granted to
authorized administrators in the evaluate
configuration

)

Use Profiles

Controls a user’s ability to executg a

Permission must not be specified for any
user

profile

Table 15 -lIdentification, Authentication and Authorization SFR Details

SFR

FCS_CKM_EXT.4

Description

validation is completed.

When Username/Password accounts are deleted, gbeiged password is
destroyed in flash. Passwords in memory are dgsiras soon as login

When Username/Password accounts are deleted,sbei@ed password in

FCS_CKM.4 flash is overwritten with zeros. Passwords in mgnawe zeroized as soon as
login validation is completed.
Consecutive login failures for each user accoutttiwia configured time

FIA AFL.1 period are tracked, and if the configured limiteached the user account is

automatically locked for the configured amountiofd.
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SFR Description

The TSF maintains the following security attributessusers:
* Username (configured for internal account, acquirech LDAP
server AD and Smartcards)
» Password (internal accounts)
» Associated groups (configured for internal accoanguired from
LDAP server AD and Smartcards)
e Permissions (dynamically determined by group mestips)
*  Number of consecutive login failures
e Time of earliest login failure (since last succakkigin)
» Account lock status
Passwords for internal accounts are configureddoyimistrators. The
FIA_ PMG_EXT.1 minimum password length is configurable from 1-Baracters. Passwords
may contain any ASCII characters other than NL @Rd
User interaction through the touch panel and wedrfimce prior to successful
authentication is limited to viewing the operatibstatus of the device (e.g.

FIA_ATD.1

FIA_UAU.1 low paper). Users may submit print jobs withouth&aticating, but the jobs
are not printed until released by the authenticasza.
FIA UAU.7 When a password or PIN is entered for authentioabaly asterisks (“*") or

dots (“e”) are displayed.

User interaction through the touch panel and wedrfimce prior to successful
identification is limited to viewing the operatidrsdatus of the device. Users
FIA_UID.1 may submit print jobs and supply identification eimbedded PJL, but the
jobs are not printed until released by the autiatgd user. Invalid and
missing identification in print jobs results in geoprint jobs being deleted.
Upon successful login, the username, associatagygrand permissions are
bound to the session. The username is the vakafigal during login or the
username associated with the certificate from ateaa. The groups are

FIA_USB.1 those configured internally or on the LDAP serv&he permissions are the
union of the permissions for each associated grdupese bindings do not
change during an active session.

FTA SSL.1 Upon expiration of an inactivity timer, the correspling session is

automatically terminated.

7.1.1.1 Active Directory Additional Information

If Active Directory parameters are supplied andhlsiselected, the parameter values are used to
join the Active Directory Domain. If successfulaohine credentials are generated and the
LDAP+GSSAPI configuration parameters are automiyicgpdated with the Domain and

machine information.

Once the Domain has been joined, subsequent |&Agts may use the LDAP+GSSAPI
configuration to validate user credentials usirgriewly-created machine credentials as
described above. The credentials specified foivAdDirectory by an authorized administrator
are not saved.

Communication with the Active Directory server usiesec.

7.1.2 Access Control

Access control validates a user access requestsighe session’s permissions.
Authorization is restricted by not associating enpesion with a function.
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When the FAC is a menu, access is also restriotatl submenus (a menu that is normally
reached by navigating through the listed item)isThnecessary for instances where a shortcut
could bypass the listed menu. If a shortcut isluseaccess a sub-menu, the access control
check for the applicable menu item is still perfedi(as if normal menu traversal was being
performed).

When a function is restricted, the access contnattion determines if the user has permission to
access the function. Normally the icons for thecfions the user is not permitted to access are
not displayed in the GUI.

The following table summarizes the access conamtsconfiguration parameters used by the
TOE to control user access to the SFP functiongiged by the TOE. Additional details for
each function are provided in subsequent sections.

Table 16 -TOE User Function Access Control

Function Access Control Rules Configuration Parameter Rules

Network print jobs can always be submittedAllowed
The job is held until released by a user who
is authorized for the Secure Held Print Jobss
function and has the same userid as was
specified in the SET USERNAME PJL
statement. Network print jobs without a PJL
SET USERNAME statement are
automatically deleted after the expiry period
for held jobs.

Table 17 -User Functions Access Control SFR Details

Description

FDP_ACC.1/FDP_ACF. Access to user functions igrotled as specified in these SFRs.

Printing

Submission of print jobs from users on the netwsr&iways permitted. Jobs that do not contain
a PJL SET USERNAME statement are discarded afeecoinfigured held jobs expiry period.
Submitted jobs are always held on the TOE untdaséd or deleted by a user authorized for the
appropriate access control and whose userid matobbassername specified when the job was
submitted. Users are able to display the queukedf pending print jobs. If a held job is not
released within the configured expiration time, jihieis automatically deleted.

In the evaluated configuration, the setdevparagtsysparams and setuserparams Postscript
operators are made non-operational so that the&gsdtDataStream can not modify
configuration settings in the TOE.

7.1.3 Trusted Communications

During TOE installation, a 2048-bit self-signedtdarate for the device is generated in
accordance with NIST SP 800-56B Revision 1 (“Reca@mndation for Pair-Wise Key
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Establishment Schemes Using Integer FactorizatigptGgraphy” for RSA- based key
establishment schemes).

IPSec with ESP operating in transport mode is reguior all network datagram exchanges of
any type with remote IT systems. This includesfatewing IT systems:

» Workstations submitting print jobs

* Workstations initiating connections to the web ifgee
* Remote Syslog server

« KDC

* LDAP server (including Active Directory)

IPSec provide confidentiality, integrity and autheation of the endpoints. Supported
encryption options for ESP are AES-CBC-128 and AEB:-256. SHA-256 and SHA-384 are
supported for HMACs.

ISAKMP and IKEv1/v2 are used to establish the Siggéyssociation (SA) and session keys for
the IPSec exchanges. For IKEv1l, Main Mode is atu#sed for Phase 1 exchanges (Aggressive
Mode is never used). Diffie-Hellman is used fag tKE Key Derivation Function as specified

in RFC2409, using Oakley Groups 14 or 24. SAihfies for both IKEv1 and IKEv2 can be
limited to separately configurable times for eablage: 1 to 24 hours for Phase 1, and 1 to 8
hours for Phase 2.

When the TOE receives an IKE proposal, it seldwditst proposed DH group that matches a
DH group configured in the TOE (DH Groups 14 or 84 the negotiation will fail if there is
no match. Similarly, when the TOE initiates the Igitocol, a proposal is sent with all of the
DH groups that are configured. The peer will setlee first match from the IKE proposal
against its configured DH groups; the negotiat@itsfif no match is found.

Peer authentication is performed using the RSArdlgn and certificates and/or pre-shared
keys.

During the ISAKMP exchange, the TOE requires theate IT system to provide a certificate
and the RSA signature for it is validated, or teased Pre-Shared Keys (PSKs) may be
configured by administrators and validated betwasaipoints. PSKs configured in the system
may be 1 to 36 characters in length, composedeothiaracters specified in FIA_PSK_EXT.1.2,
and are conditioned using SHA-1, SHA-256, or SHA-38he key size specified in the SA
exchange may be 128 or 256 bits, the encryptioorigtgn is AES-CBC, and the Hash
Authentication Algorithm is SHA-1, SHA-256, or SH384.

If an incoming IP datagram does not use IPSec B8R, the datagram is discarded. The
Security Policy Database is dynamically built watth accept/protect rule for each of the
configured pre-shared keys and certificates, péingipackets from the addresses associated
with them, and a default “final rule” to discard ather traffic. Incoming packets are validated
against the SPD. Essentially incoming IP datagrmams authorized addresses (with PSKs or
certificates) are accepted, and all other IP datagrare discarded per the default final rule.

If external accounts are defined, LDAP+GSSAPI isdi®r the exchanges with the LDAP
server. Kerberos v5 is supported for exchanges thé LDAP server.

All session keys are stored in dynamic RAM. TheET£2roizes the session keys by overwriting
once with zeros when the sessions are termingktag.copy of an RSA private key or PSK in
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RAM is destroyed when power is turned off or by mw&ing with zeroes when the buffer
holding it is released. Section in 7.1.8 proviohdsrmation concerning destruction of keys
stored in flash memory.

Table 18 -Trusted Communications SFR Details

SFR

FCS_CKM.1(a)

Description

A 2048-bit asymmetric key pair is generated in adgance with NIST SP 800+
56B during installation.

FCS_CKM_EXT.4

Session keys are destroyed when sessions termiR&t€s are destroyed when
the PSKs are deleted from the configuration bywhaized administrator.

FCS_CKM.4

Session keys are overwritten with zerbemsessions terminate.

FCS_COP.1(a)

IPsec traffic is encrypted using AEB$3€128 or AES-CBC-256.

FCS_COP.1(c)

IPsec keyed-hash message authentication codessisalgorithms supplied
by the TOE.

FCS_COP.1(g)

IPsec uses keyed-hash message authenticationtbadese authenticated by
the TOE.

FCS_IPSEC_EXT.1

IPsec is implemented as describ#tkitext preceding this table.

FCS_RBG_EXT.1

An RBG function conforming to NIST SP 800-90A usi@aR_DRBG(AES)
is used to generate the asymmetric key pair. Byti®provided by a
hardware source that is described in more detaflérancillary Entropy
document.

FIA_PSK_EXT.1

Text-based PSKs are supported anditoned using SHA-1 or SHA-256.

FTP_ITC.1

Trusted channels using IPsec are supported foeatitiation servers, remote
audit servers and network time servers.

FTP_TRP.1(a)

Trusted paths using IPsec are supported for adia@toss using the web
interface.

FTP_TRP.1(b)

Trusted paths using IPsec are sugpfotaisers submitting print jobs.

Table 19 -NIST SP800-56B Conformance

. “should”, “should not”, or Implemented Rationale for
Section # " " . e
shall not accordingly? deviation
5.6 should Yes n/a
5.8 shall not Yes n/a
5.9 shall not (first occurrence) Yes n/a
5.9 shall not (second occurrence) Yes n/a
6.1 should not Yes n/a
6.1 should (first occurrence) Yes n/a
6.1 should (second occurrence) Yes n/a
6.1 should (third occurrence) Yes n/a
6.1 should (fourth occurrence) Yes n/a
6.1 shall not (first occurrence) Yes n/a
6.1 shall not (second occurrence) Yes n/a
6.2.3 should Yes n/a
6.5.1 should Yes n/a
6.5.2 should Yes n/a
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. “should”, “should not”, or Implemented Rationale for
Section # " " . o
shall not accordingly? deviation
6.5.2.1 should Yes n/a
6.6 shall not Yes n/a
7.1.2 should Yes n/a
7.2.1.3 should Yes n/a
7.2.1.3 should not Yes n/a
7.2.2.3 should (first occurrence) Yes n/a
7.2.2.3 should (second occurrence) Yes n/a
7.2.2.3 should (third occurrence) Yes n/a
7.2.2.3 should (fourth occurrence) Yes n/a
7.2.2.3 should not Yes n/a
7.2.2.3 shall not Yes n/a
7.2.3.3 should (first occurrence) Yes n/a
7.2.3.3 should (second occurrence) Yes n/a
7.2.3.3 should (third occurrence) Yes n/a
7.2.3.3 should (fourth occurrence) Yes n/a
7.2.3.3 should (fifth occurrence) Yes n/a
7.2.3.3 should not Yes n/a
8 should Yes n/a
8.3.2 should not Yes n/a

7.1.4 Administrative Roles

The TOE provides the ability for authorized adntirgitors to manage TSF data from remote IT
systems via a browser session or locally via tetiqpanel. Authorization is granular, enabling
different administrators to be granted accessfferént TSF data.

Authorized administrators (U.ADMIN) have one or mq@ermissions to access management
menus and/or functions. The individual permissittrag administrators have determine what
management functions (as defined in FMT_SMF.1) thay perform. The following table
provides a correlation between functions and theired permission.

Table 20 -Function Correspondence to Permissions

Management Function Required Permission

User management Security Menus
Role management Security Menus
Configuring identification and authentication SeguMenus
Configuring authorization and access controls 8chMenus
Configuring communication with External IT Entities Network/Ports Menu
Configuring network communications Network/Portsride
Configuring the system or network time source NekiRorts Menu
Configuring data transmission to audit server Sectenus
Configuring internal audit log storage Security Men
Configure applications Apps Configuration
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Management Function Required Permission
Perform firmware updates Firmware Updates
Configure device functions Function Configuratioemdis
Sanitize device Out of Service Erase

If defined users have no management permissioeg,dte considered to have the U.NORMAL
role and have no access to management functiotastar

When new users are defined, by default they hav@ssociated groups, and therefore no access
to management functions or job functions (restreetiefault attributes).

Neither the web interface nor the touch panel mlevhe ability to view the values of PSKs,
symmetric keys or private keys for any administratouser.

Table 21 -Administrative Roles SFR Details

SFR Description
EMT MOE.1 Administrators with the appropriate permissionsehthe ability to disable,
- ' enable and control the behavior of the specifiedtfions.
Only administrators with the Security Menus perioissnay query, modify,
FMT_MSA.1
delete or create user accounts or groups.
EMT MSA.3 By dgfal_JIt, new users have no group membershipgtardfore restrictive
- permissions.
EMT MTD.1 Administrator operations on specific TSF data i®edained by their
- ' permissions as described in Table 12 -. Users hawacess to TSF data.
Management functionality for the listed functiossgprovided to administrators
FMT_SMF.1 : .
- as described in Table 20 -.
EMT SMR.1 Administrators have one or more permission relédetianagement
- ' functionality. Users have job function permissiomdy.
PSKs, symmetric keys and private keys are storéldsh. No mechanism is
FPT_SKP_EXT.1 provided to read PSKs, symmetric keys or privateske

7.1.5 Auditing

The TOE generates audit event records for secteigrant events. The events that cause audit
records to be generated are specified in sectibd ... A time stamp is inserted into each
record; reliable time is maintained via internaldvaare or NTP. When NTP is used, it must be
transmitted over IPsec (all communication with T@E must use IPsec). A severity level is
associated with each type of auditable event; ewgnts at or below the severity level
configured by an administrator are generated. tlieevaluated configuration, the severity level
must be set to 5 (Notice).

Audit records are stored internally as well as gaent to a configured remote syslog server.
Communication with the remote syslog server usesSislog protocol with IPsec.

Audit records for Successful Login events include aserid of the user as well as a session
identifier. Other audit records include the sessientifier, enabling the userid associated with
other audit records to be determined via the cpoeding Successful Login record. The time
field in audit records is supplied by the TOE ifeimal time is configured by an administrator or
by an NTP server if external time is configured.
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Audit records sent to the remote syslog serveo¥olihe syslog format defined in the Berkeley
Software Distribution (BSD) Syslog Protocol (RF(53). The TOE supplies the PRI,
HEADER, MSG/TAG, and MSG/CONTENT fields for all nsagges. The CONTENT portion
may contain the following fields (in order, sepachby commas):

* Event Number

* SO 8601 time ([YYYY-MM-DD]T[hh:mm:ss])
» Severity

* Process (same as TAG)

* Remote IPv4 address

* Remote IPv6 address

* Remote Hostname

* Remote Port

» Local Port

» Authentication/Authorization method
* Username

» Setting ID

e Setting’s old and new values

* Event name

* Event data

Fields in the CONTENT section that are not releanspecific events are blank. The remote
IPv4 address, remote IPv6 address, remote hostmamete port, and local port fields are
always blank for events resulting from actionshat $FP (e.g. usage of the touch panel).

Audit records are stored in the internal log ay thiee generated. If the internal audit log storage
space usage reaches 98% of capacity, the oldestiseare purged until used space is lowered to
80%.

Using the web interface, administrator with the8#g Menu permission may upload the audit
log in syslog or CSV format to their remote systaethe browser connection. The audit log is
saved as a local file and may be reviewed by theradtrator. These administrators may also
clear (empty) the audit log. When this actionasfprmed, an Audit Log Cleared record is
generated to note this action. Audit records natybe modified.

No users, or administrators without the SecuritynMeermission, may view, modify or delete
audit records.
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Table 22 -Auditing SFR Detalils

SFR Description
Audit records are generated for the events and thélcontent specified in
Table 9 -. Audit records are stored in an intefogland transmitted to a
FAU_GEN.1 ) ; .
- remote syslog server. Storage space allocatadtanal audit log storage is [1
MB.
FAU_GEN.2 Users can be associated with audit eyaarf®rmed by identified users.
Administrators with the Security Menu permissionymé&w the internal audit
FAU_SAR.1 . )
- log via the web interface.
FAU_SAR.2 gunéyllt ,lbc\)dgmlmstrators with the Security Menu permigsimay view the internal
FAU STG.1 Only Administrators with the Security Menu permissimay clear the internal
- ' audit log. No functionality is provided to modifydit records.
FAU STG.4 When internal audit log space is exhausted, thesbidcords in the log are
- discarded.
FAU STG EXT.1 Audit records are transmitted to a remote auditesevia the syslog protocol
— - over IPsec.
FPT_STM.1 The TOE maintains a reliable time stamagnternal hardware or NTP.

7.1.6 Trusted Operation
During initial start-up, the TOE performs self esh the cryptographic components.
The following tests are performed during start-up:

» Executable code integrity testing — A digital siyma (RSA 2048, SHA256) of the
executable code is calculated and compared toelsatue in flash.

* Memory testing — Fixed values are written to menang read back to ensure memory is
functioning properly.

» Processor testing — Basic arithmetic functionshefgirocessor are verified.

» Cryptographic algorithm testing — Uses Known Answests (KATS) to verify proper
operation of cryptographic functions.

Executable code is distributed as Flash files (JFL&digital signature of the FLS file is
calculated (RSA 2048 key and SHA256) by Lexmarknmviteés built and the signature is
inserted into the FLS file. The signature of tie i verified before an update is applied. On
each boot, the signature is also verified.

During operation, a SHA256 hash is maintained &mheexecutable page. Before any page is
loaded into memory, the hash is verified to ensiaieecode has not been modified since boot.

If any problems are detected with the hardwardamed TSF executable code, an appropriate
error message is posted on the touch screen amndtiopes suspended.

Administrators may use the web interface to quieeydurrent firmware version or supply
firmware updates. Firmware updates must be digissgned, and the TOE verifies the signature
before applying the update.
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Table 23 -Trusted Operation SFR Details

SFR Description
FCS_COP.1(b) Digital signatures of update filesaarthenticated before being applied.
FCS_COP.1(c) Digital signatures verification religshash algorithms supplied by the TOE.
A set of self-tests are executed at start-up tdyveorrect operation of the

FPT_TST_EXT.1 TOE.

Administrators may use the web interface to qubeydurrent firmware
version and supply signed updates.

FPT_TUD_EXT.1

7.1.7 Data Clearing and Purging

The TOE overwrites RAM with a fixed pattern uporalliecation of any buffer used to hold user
data or sensitive TSF data such as keying material.

An administrator may command the TOE to be sart{geg. prepared for decommissioning).
For this operation, all flash data is zeroized.

Table 24 -Data Clearing and Purging SFR Details

Description

FDP_RIP.1(b) When purging is commanded by an adstnator, flash storage is zeroized.

7.1.8 Common Functionality Regarding Key Destruction in Fash Memory

Multiple types of keys are stored in flash memd$§A private keys, PSKs, and the disk
encryption key. The flash component performs vieaeling/garbage collection; therefore,
physical copies of these keys may continue to éxsstle the flash component for some period
of time after they have been “overwritten” by tlodteare.

When any of these keys are destroyed, they ateofieswritten in flash memory with zeroes.
Therefore, the visible storage locations for themmas from the flash component reflect the
overwrites.

The flash component supports the TRIM command anpudements garbage collection to destroy
the persistent copies of the old storage locatiamsn not actively engaged in other tasks. The
file system that maps to the flash component, andlftich these keys are stored, also supports
the TRIM command and the file system is configuedse it.

7.1.9 CAVP Certificates
The following CAVP certificates apply to this evation.
Table 25 -CAVP Certificates

Validation List Certificate #s

AES (CBC) 4850, 4998
CVL 1548, 1549
DRBG 1821
ECDSA 1269
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Validation List Certificate #s

HMAC 3247, 3321
RSA 2694
SHA 3989, 4064
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8.1 Security Requirements Rationale

8.1.1 Rationale for Security Functional Requirements of he TOE Objectives

The following information is copied from [HCD].

Objective / SFR
O.ACCESS_CONTROL -The TOE shall enforce access controls to proteceUBata
and TSF Data in accordance with security policies

Table 26 -Security Functional Requirements Rationale

Relationship

Rationale

FDP_ACC.1 Satisfies This SFR defines the accessalgolicy that is used to protect
access to User Data and TSF Data.

FDP_ACF.1 Satisfies This SFR defines the speaifie-set that constitutes the accessg
control policy, identifying the conditions under ih access to
resources, functions, and data are authorizedroedé

FMT_MSA.1 Supports The management of the produetigoration, security settings,
and user attributes and authorizations is criticahaintaining

FMT_MSA.3 Supports operational security. These management functiana, group,

FMT_MTD.1 Supports provide for the ability of authorized administragdo configure
the system, add and delete users, grant user-gpaaihorizations

FMT_SMF.1 Supports to system data, resources, and functions, introdade (e.g.,

FMT_SMR.1 Supports updates) into the system, and assign users ta rtiestionally,
the SFRs also require that management functiotlisnited to
users who have been explicitly authorized to perforanagemen
functions.

O.ADMIN_ROLES - The TOE shall ensure that only authorized Adminiators are
permitted to perform administrator functions

FIA_UID.1

Supports

This SFR defines the TOE manag@rfunctions that can be
accessed without requiring Administrator authorcrat

FMT_MOF.1

Satisfies

This SFR defines the authoireat that are required for
Administrators to access TOE functions.

FMT_SMF.1

Satisfies

This SFR defines the administefunctions that are provided b
the TSF.

FMT_SMR.1

Satisfies

This SFR defines the differa¢s that can be assigned to
Administrators for the purposes of determining auntication and
authorization.

O.COMMS_PROTECTION - The TOE shall have the capability to protect LAN
communications of User Data and TSF Data from Unduatrized Access, replay, and
source/destination spoofing

FCS_CKM.1(a)

Satisfies

This SFR defines the usseotire algorithms for key pair
generation that can be used for key transport duintected
communications.

FCS_CKM.4

Supports

This SFR defines the methodatd drasure used by
FCS_CKM_EXT.4 that provides assurance that cryatoigic
keys that need to be erased cannot be recovered.

FCS_CKM_EXT.4

Supports

This SFR ensures that rasichyptographic data cannot be use
to compromise protected communications.
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Objective / SFR

Relationship

Rationale

FCS_COP.1(a) Satisfies This SFR defines the ugseseture symmetric key algorithm that
can be used for protected communications.

FCS_COP.1(qg) Selection This SFR defines the useseture HMAC algorithm that can he
used for protected communications.

FCS IPSEC EXT.1 Selection This SFR defines secumamunications protocols that can be
used to protect the transmission of security- rhéwvata.

FCS_RBG_EXT.1 Supports This SFR supports protemetmunications by defining a secufe
method of random bit generation that allows crypapgic
functions to operate with their theoretical maximsimengths.

FIA_PSK_EXT.1 This SFR defines the use of pre-shared keys irclRbich allows

. for the secure implementation of that protocol.
Selection

FPT_SKP_EXT.1 Satisfies This SFR prevents the comjse of protected communicationg
by ensuring that secret cryptographic data is pteteagainst
unauthorized access.

FTP_ITC.1 Satisfies This SFR defines the interfamas which protected
communications are required and the methods uspibtect the
communications used to transit those interfaces.

FTP_TRP.1(a) Satisfies This SFR defines the pretecommunications path that is used
to secure Administrator interaction with the TOE.

FTP_TRP.1(b) Satisfies This SFR defines the pretecommunications path that is used
to secure user interaction with the TOE.

O.PURGE_DATA - The TOE provides a function that an authorized admstrator can
invoke to make all customer-supplied User Data anfiF Data permanently irretrievable
from Nonvolatile Storage Devices

FCS_CKM.4 Satisfies This SFR defines the physicatmanism used to accomplish thg
data purge defined by FCS_CKM_EXT.4.

FCS_CKM_EXT.4 Satisfies This SFR defines the apiitthe TSF to purge data from
storage.

FDP_RIP.1(b) Satisfies This SFR requires the TSputge all User Data and TSF Data|as

part of the decommissioning process.

O.AUDIT - The T

External IT Entity

. Optionally, it m

OE shall generate audit data, and be capabisending it to a trusted

ay store audata in the TOE

FAU_GEN.1 Satisfies This SFR defines the auditabients for which the TOE
generates audit data and the fields that are iedud each audit
record.

FAU_GEN.2 Satisfies This SFR defines the abilityhef TOE to apply attribution to all
activities performed by a user or Administrator.

FAU_SAR.1 Option This SFR defines the ability ofrAihistrators to read audit data
that is stored on the TOE.

FAU_SAR.2 Option This SFR protects stored audiadaim unauthorized access.

FAU_STG.1 Option This SFR ensures that audit datenat be modified by untrusted

subjects.
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¢}

Objective / SFR  Relationship  Rationale

FAU_STG.4 Option This SFR ensures the availabdftgudit data by taking automat
action in the event the audit storage space isustbd.

FAU_STG_EXT.1 Satisfies This SFR defines the abiitthe TSF to transmit generated aufdit
data to an external entity using a protected cHanne

FPT_STM.1 Supports This SFR ensures that auditiddadeled with accurate
timestamps.

FTP_ITC.1 Supports This SFR defines the protectexncunications channel(s) over

which audit data can be transmitted.

O.TSF_SELF_TEST -The TOE shall test some subset of its security fumeality to
help ensure that subset is operating properly

FPT_TST_EXT.1

Satisfies

This SFR defines the ahilftthe TSF to perform self- tests
which assert the security properties of the TOE.

O.UPDATE_VERIFICATION - The TOE shall provide mechanisms to verify the

authenticity of software updates

FCS_COP.1(b) Selection This SFR defines the digitalature service(s) used to verify the
authenticity TOE updates.

FCS_COP.1(c) Selection This SFR defines the hadigarithm(s) used to verify the
integrity of TOE updates.

FPT _TUD_EXT.1 Satisfies This SFR defines the abiitthe TOE to be updated and the

method(s) by which the updates are known to beetdus

O.USER_AUTHORIZATION - The TOE shall perform authorization of Users in

accordance with security policies

FDP_ACC.1 Supports This SFR enforces User Accestr@@SFP on subjects, objects)
and operations in accordance with user authorizatio

FDP_ACF.1 Supports This SFR enforces the User AcCestrol SFP to objects based
on attributes in accordance with user authorization

FIA_ATD.1 Supports This SFR defines the attributed are associated with Users that
can be used to define their authorizations.

FMT_MSA.1 Satisfies This SFR defines the authoriet that are required to access
data that is protected by the TSF.

FMT_MSA.3 Satisfies This SFR defines the defautiusity posture for enforcement of
the access control policy that governs accesstttiat is
protected by the TSF.

FMT_SMF.1 Satisfies This SFR defines the managefiuections provided by the TOE
that can be used to define User authorizations.

FMT_SMR.1 Satisfies This SFR defines administratides that can be used to define

authorizations to groups of Users.

O.USER_I&A - The TOE shall pe

rform identification and authenti¢en of Users for
operations that require access control, User auttzation, or Administrator roles

FIA_AFL.1

Supports

This SFR protects the authetiicafunction by limiting the
number of unauthorized authentication attemptsdhatbe made,
thereby reducing the likelihood of impersonation.
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Objective / SFR  Relationship  Rationale

FIA_PMG_EXT.1 Satisfies This SFR protects the antization function by providing for
strong credentials that are difficult to guess enik.
FIA_UAU.1 Satisfies This SFR defines the TOE fuans that can be performed

without authentication and the functions that regui
authentication for use.

FIA_UAU.7 Satisfies This SFR protects the autheattan function by hiding the
authentication credential as it is being input.

FIA_UID.1 Satisfies This SFR defines the TOE fuons that can be performed
without identification and the functions that reguidentification
for use.

FIA_USB.1 Satisfies This requirement provides aasce that an identified user is

associated with attributes that govern their autlations to the
TSF upon successful authentication to the TOE.

FTA SSL.3 Satisfies This SFR helps prevent Usékdministrator impersonation by
terminating unattended sessions.
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